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Introduction

1.1 Scope

The present document specifies the real time B2B Web Service aspects of the interface. All aspects of B2B
Web Service are defined here, these being:

Message Flow Description

Data Type Definition

Web Service Interface Definition
Transaction Types description
WSDL for this specification

Example

1.2 Overview - API Framework

This document details the interface specification for a real time M-Pesa transaction API delivered within the
MPesa Core API Framework. The Core API defines an abstract model for API requests which includes 4 distinct
parties to API operations, as well as a generic set of API operation parameters.

Initiators are the organization or entity requesting that an API operation or transaction is performed.
The Caller is the actual piece of software which communicates with the MPesa Core API web service.
The Primary Party is (typically) the debit party within an existing MPesa financial transaction.

The Receiver Party is correspondingly the credit party in an MPesa financial transaction.
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Message Flow Description

third party SAG CoreAPI
i 1.GenericAPIRequest : :
| g |
| | |
I > 2.Authentication I
| | |
| | |
i > 3.Authorization i
| |
| | |
| |
| | |
| | 3.SLA |
| |
| | 4.GenericAPIRequest |
| | g
| | |
| | |
: : 5.ApiResponse :
| | S |
| 6.ApiResponse | |
| | |
16 ______________________ a |
| | |
| | |
: : : {short delay}
| | |
: L 7.GenericAPIResult :
| Il |
| |
! :;>r 8.Authentication !
| 9.GenericAPIResult ! |
l< 1 |
| | |
| | |
! 10.ApiResultResponse ! !
Fommmm S — o — o > |
| | |
| | |
! ! 11.ApiResultResponse !
| Al S SENE =
| | |
| | |
| | |
| | |
|
:
|
|
L 12.notifyQueueTimeout
"
|
|
|
|
|
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Data Type Definition

3.1 IdentityType enumeration

List of IdentityType values.

Enumeration Description
1000 Customer
2000 SPOperator
3000 OrganizationOperator
5000 Organization
6000 Till
8000 SP
3.2 IdentifierType enumeration
List of IdentityType values.
Enumeration Description
1 MSISDN
2 TillNumber
3 SPShortCode
4 OrganizationShortCode
5 IdentitylD
6 O2CLink
9 SPOperatorCode
10 POSNumber
11 OrganizationOperatorUserName
12 OrganizationOperatorCode
13 VoucherCode

3.3 ParameterType structure

Element name | Element type | Optional Description
Key xsd:string No It indicates a parameter name.
Value xsd:string No It indicates a parameter value.

3.4 Parameters structure

Element name

Element type

Optional

Description

Parameter

ParameterTyp
e[1..unbounde
d]

No

It is used to carry specific parameters for specific transaction or
business operation.
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3.5 ReferenceData structure

Element name

Element type

Optional

Description

Referenceltem

ParameterTyp
e[1..unbounde
d]

No

It is used carry some reference data that MM need not analyze but
need to record it into transaction log..

3.6 Transaction structure

Element name Element Optional Description

type

CommandID xsd:string No The unique identifier of transaction/business operation. Max length is
64.eg

1 BusinessBuyGoods

1 BusinessPayBill

1 DisburseFundsToBusiness

1 BusinessToBusinessTransfer

1 BusinessTransferFromMMF To Utility

1 BusinessTransferFromUtilityToMMF

1 MerchantToMerchantTransfer

1 MerchantTransferFromMerchantTo Working
1 MerchantTransferFromWorkingToMerchant
1 OrgBankAccountWithdrawal

1 OrgRevenueSettlement

1 MerchantServicesMMFAccountTransfer

1 AgencyFloatAdvance

LanguageCode | xsd:string Yes It indicates language. It’s reserved.

OriginatorConv | xsd:string No The unique identifier of the request message generated by third party. It

ersationID is used to identify a request between the third party and MM. Max
length is 128.

Field must start with the Organisation short and name of organisation.
Eg.

232323_KCBOrg_XXXXXX

XXXXX must be unique for every transaction.

ConversationIlD | xsd:string Yes The unique identifier generated by MM for a previous request message.
It is used to support communication multi-times between the third party
and MM for one operation/transaction.

Remark xsd:string Yes The remark information about this operation. Max length is 255

Parameters Parameters Yes It is used to carry specific parameters for specific transaction or
business operation.

If the element EncryptedParameters presents, this parameter should
not present.

ReferenceData | ReferenceDa | Yes It is used carry some reference data that MM need not analyze but

ta need to record it into transaction log.
Timestamp xsd:string No The timestamp generated by the third party.

10
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3.7 Caller structure

Element name | Element type | Optional Description

CallerType xsd:integer No Indicates the type of the caller:
2-APICaller
3-Other(Reserved)

ThirdPartylD xsd:string No The unique identifier of a third party system defined in MM. It indicates
the third party which initiates the request. Max length is 20

Password xsd:string Yes This security credential of the ThirdPartylD defined in MM. If the
password feature for third party is used in MM, then this parameter
must be presented in the request message.

CheckSum xsd:string Yes Currently it is unused. It is reserved for API security.

ResultURL xsd:string Yes It indicates the destination URL where Broker should send the result

message to.

11
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3.8 Initiator structure

Element name | Element type | Optional Description

IdentifierType IdentifierType | No It indicates the identifier type of the initiator. The value of this parameter
must be a valid identifier type supported by MM.

Identifier xsd:string No It indicates the identifier of the initiator. Its value must match the
inputted value of the parameter IdentifierType.

SecurityCrede | xsd:string No It indicates the security credential of the initiator. Its value must match

ntial the inputted value of the parameter IdentifierType.

ShortCode xsd:string Yes When the initiator is an organization operator, this parameter must be

present in the request to indicate which organization the operator
belongs to.

If the initiator is not an organization operator, this parameter should not
be present.

3.8.1 Password Encryption

The Caller will be required to confirm its authority to act on behalf of the Initiator (in other words, a
specific M-PESA organisation) by presenting the user name and password for the Initiator, the latter
encrypted with the public key from an X509 certificate issued to the Initiator specifically for this purpose.

The following algorithm must be followed by the Initiator to encrypt passwords:

First, create the block of data to be encrypted:

1 Write the unencrypted password value.

9 Then, encrypt the block of data created in step 1 with the public portion of the password key
certificate. Use the RSA algorithm, and use PKCS #1.5 padding (not OAEP), and add the result to
the encrypted stream — this becomes the encrypted password which is submitted via the API.

1 Convert the resulting encrypted byte array into a string using base64 encoding. Present this base64
encoded string in the API request as the initiator SecurityCredential value.

12
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3.9 PrimaryParty structure

Element name | Element type | Optional Description

IdentifierType IdentifierType | No It indicates the identifier type of the primary party. The value of this
parameter must be a valid identifier type supported by MM and must
match the inputted value of the parameter IdentityType.

Identifier xsd:string No It indicates a parameter value.

ShortCode xsd:string Yes It is reserved

3.10 ReceiverParty structure

Element name | Element type | Optional Description

IdentifierType IdentifierType | No It indicates the identifier type of the recipient party. The value of this
parameter must be a valid identifier type supported by MM.

Identifier xsd:string No It indicates the identifier of the recipient party. Its value must match the
inputted value of the parameter IdentifierType.

ShortCode xsd:string Yes When the receiver party is an organization operator or a Till, this

parameter must be present in the request to indicate which organization
the receiver party belongs to.

If the receiver party is not an organization operator or a Till, this
parameter should not be present.

3.11 AccessDevice structure

Element name | Element type | Optional Description
IdentifierType IdentifierType | No It indicates the identifier type of the access device.
Identifier xsd:string No It indicates the identifier of the access device. Its value must

match the inputted value of parameter IdentifierType

13
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3.12 1dentity structure

Element Element | Optional Description
name type

Caller Caller No It indicates the third party which initiates the request

Initiator Initiator No It indicates the identity who makes the request. An initiator must be one
of the following identity types:

SP operator

Organization operator(11)
NOTE
The value “11”(Organization Operator)or ‘14’(SP Operator) will be
used for all the services in this document.

PrimartyParty PrimartyParty | Yes If business operation/action, this element is not present; if transaction,
this can be either the debit party or the credit party according to the
transaction type.

ReceiverParty | ReceiverParty | Yes If business operation/action, this is the affected party; if transaction, it is
the opposite party to the PrimaryParty

AccessDevice | AccessDevice | Yes It indicates the access device which the initiator uses to initiate the

request.

3.13 Request structure

Element name | Element type | Optional Description

Transaction Transaction No It indicates a transaction.

Identity Identity No This section is used to specify all identities involved in the request
KeyOwner xsd:integer No It indicates which Key is used to encrypt the elements

Initator.SecurityCredential and the EncryptedParameters.
Its value are enumerated as follows:

1:the API Caller's Key

2:the Initiator's Key

3.14 Response structure

Element | Element type | Optional Description
name

ResponseCod | xsd:string No It indicates whether MM accepts the request or not.
e
ResponseDesc | xsd:string Yes Its value is a description for the parameter ResultCode.
Conversationl xsd:string Yes The unique identifier generated by M-Pesa for the request
D message.
OriginatorConv | xsd:string Yes The unique identifier generated by the third party for the request
ersationID message.
ServiceStatus | xsd: integer Yes It indicates the MM service status.

14
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3.15 ResultParameters structure

Element name | Element type Optional Description
ResultParamet | ParameterType | Yes It is used to carry specific parameters for specific transaction or
er [0...unbounded business operation.
]
3.16 Result structure
Element name | Element type | Optiona Description
I
ResultType xsd:integer Yes 0: completed 1: waiting for further messages
ResultCode xsd:string No It indicates whether MM processes the request successfully or not.
Max length is 10
ResultDesc xsd:string Yes Its value is a description for the parameter ResultCode.Max length is
1024
OriginatorConv | xsd:string Yes The unique identifier of the request message generated by third
ersationID party. Its value comes from the request message.
Conversationl | xsd:string Yes The unique identifier generated by MM for a request
D
TransactionID | xsd:string Yes It's only for transaction. When the request is a transaction request,
MM will generate a unigue identifier for the transaction.
ResultParamet | ResultParamet | Yes It is used to carry specific parameters for specific transaction or
ers ers business operation.
ReferenceData | ReferenceData | Yes It comes from the request message

15
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3.17 Result code

Error code | Error Description

0 Success ApiResult

1 Insufficient Funds ApiResult

2 Less Than Minimum Transaction Value ApiResult

3 More Than Maximum Transaction Value ApiResult

4 Would Exceed Daily Transfer Limit ApiResult

5 Would Exceed Minimum Balance ApiResult

6 Unresolved Primary Party ApiResult

7 Unresolved Receiver Party ApiResult

8 Would Exceed Maxiumum Balance ApiResult

11 Debit Account Invalid ApiResult

12 Credit Account Invaliud ApiResult

13 Unresolved Debit Account ApiResult

14 Unresolved Credit Account ApiResult

15 Duplicate Detected ApiResult

17 Internal Failure ApiResult

18 Initiator Credential Check Failure ApiResult

19 Message Sequencing Failure ApiResult

20 Unresolved Initiator ApiResult

21 Initiator to Primary Party Permission Failure ApiResult

22 Initiator to Receiver Party Permission Failure ApiResult

23 Request schema validation error ApiResponse

24 Missing mandatory fields ApiResponse

25 Cannot communicate with Caller ApiResponse

26 Traffic blocking condition in place ApiResponse

0 Success ApiResponse

100000000 | Request was cached, waiting for resending ApiResponse

100000001 | The system is overload ApiResponse

100000002 | Throttling error ApiResponse

100000003 | Exceed the limitation of the LICENSE ApiResponse

100000004 | Internal Server Error ApiResponse

100000005 | Invalid input value:%1 ApiResponse
%1 indicates the parameter’'s name.

100000006 | SP’s status is abnormal ApiResponse

100000007 | Authentication failed ApiResponse

100000008 | Service’s status is abnormal ApiResponse

100000009 | API’s status is abnormal ApiResponse

100000010 | Insufficient permissions ApiResponse

100000011 | Exceed the limitation of request rate ApiResponse

100000012 | Insufficient balance ApiResponse

100000013 | No route ApiResponse

100000014 | Missing mandatory parameter:%1 ApiResponse

%1 indicates the parameter’'s name.

The following table lists result codes and result descriptions which are provided to the third party. These may be

commincated either in the synchronous ApiResponse message, or in the asynchronous ApiResult message.

0O Success
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w N

This is indicated for both ApiResponse and ApiResult messages. An ApiResponse value of 0 indicates
that the request has passed basic validation tests and been passed on to the core system for further
processing. An ApiResult value of 0 means that the requested financial transaction has been completed
successfully.

I nsufficientFunds

Typically indicates that the primary party does not have enough money to complete the requested
financial transaction. In the case of the B2C API, this means that the business organisation does not have
enough money in its utility account.

This is returned by the ApiResult and represented internally as a transaction reason.

LessThanMi ni mumTransactionVal ue
MoreThanMaxi mumTransactionVal ue

Each of these potential failures derive from the rules which govern MPesa financial transactions. In the
case of the B2C API, these are taken from DefaultBusinessUtilityAccount rules, which specify a lower
bound of 10 KE shillings and an upper bound of 70000. For promotion payments and salary payments to
unregistered users, the upper limit is lower: 35000. Likewise, the lower bound for these 2 transactions is
also different: 101 rather than 10.

These are both returned by the ApiResult and represented internally as a transaction reason.

Woul dExceedDailyTransferLimit

This is a limit on daily activity. For the business organisation, this is very high: 100000000 KE shillings.
It is much more likely that this rule will apply to the customer, where the limit is 140000 KE shillings.

This is returned by the ApiResult and represented internally as a transaction reason.

Woul dExceedMi ni mumBal ance

This rule is rather confusingly named — it actually means that a transaction would bring the business
organisations utility account bellow the required minimum — which is currently 0.

This is returned by the ApiResult and represented internally as a transaction reason. It is computed during
execution of the financial transaction.

Unresol vedPrimaryParty
UnresolvedReceiver Party

The primary party or receiver party cannot be associated with an MPesa identity. For transactions (such
as promotion payment and salary payment) which are supported for unregistered users, the unresolved
receiver party rule is not applied.

These are returned in the ApiResult and checked before the linked financial transaction is created.

Woul dExceedMaxi mumBal ance

For the B2C API, this applies to the recipient MMF customer — the limit here is 100,000 KE shillings.
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11
12
13
14

15

16

17

18

19

20

This is returned by the ApiResult and represented internally as a transaction reason. It is computed during
execution of the financial transaction.

LessThanMinAirti meVal ue
MoreThanMaxAirti meVal ue

Neither of these apply to B2C API operations.

Debit Accountlnvalid
Credit Accountlnvalid
Unresol vedDebit Account
UnresolvedCredit Account

These are all existing failure transaction reasons for B2C financial transactions — they would be issued to
the caller in the ApiResult message. The latter 2 in particular are unlikely to occur, as the request would
be rejected by Core API specific checks before the request reached the accounting engine.

DuplicateDetected

Currently, any requests which presents an originator conversation id which has been seen before will be
rejected. This rule will need to be reconsidered in contexts which require multi-stage conversations or
multiple Callers. This check (along with the message expiry check) is the first thing done by the
transaction processor when handling an API request. The outcome is reported in the ApiResult message.

PayUtilitylnvali dAccount Number For mat

Does not apply to the B2C API operations.

I nternal Failure

A catch all for failures which are not identified more specifically — this can occur in either the
ApiResponse or ApiResult — although the intent is to replace any such error with a more precise message.

I nitiatorCredential CheckFailure

The password check for the initiator failed, either because the presented password is wrong, or something
has gone wrong in the encryption or decryption steps. This is issued in the ApiResult before the creation
of a financial transaction.

Api Request MessageExpiryFailure

Initiators have the option to specify a request timestamp. If the gap between this value and the time at
which the message is received by the transaction processor is too great, then the request is rejected. The
specific interval is configured separately for each API operation (and indeed, for each API operation
stage). This is the first check performed on an API request arriving at the transaction processor, and as
such is included in the ApiResult message.

Unresol vedlnitiator

The initiator username presented with the request cannot be found. This is included in the ApiResult.
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21

22

23

24

25

26

28

29

30

31

I nitiatorToPrimaryPartyPermissionFailure

The initiator presented does not have the right to issue requests for the specified primary party (as
established during creation of the initiator on the admin web site). The is part of the ApiResult, and
computed prior to issuing a financial transaction.

I nitiatorStatusCheckFailure

The presented initiator username can be received, but the initiator is not currently active. This fact is
returned in the ApiResult.

Request SchemaValidati onError

Incoming API requests are validated against the schema defined in CPSInterface Request.xsd. This is
part of the ApiResponse message — the details of the validation error are included in the response.

Mi ssingRequestParameters

Required input parameters are defined for each type of API operation. If these are missing, then this is
issued in the ApiResult message. The names of the missing parameters are included in the result
parameters field.

I nvali dRequestParameters

If all required parameters are presented, then validation checks are performed. Specifically, the
parameter is checked to see if it can be converted to the intended type, and then checked against
(optional) configuration regular expression based validation rules. For the B2C API, only the type check
(i.e the amount specified is a valid decimal) is performed. Failures are indicated in the ApiResult
message, with the details included in the result parameters.

SystemTooBusy

Included in the ApiResponse message if a traffic blocking condition is in place. See section 5.1 for more
detail.

I nitiatorAll owedOperationCheckFailure

Upon creation, initiators are assigned permissions for specific API operations — if the operation specified
in the request message is not included in this list, then this ApiResult message is received.

I nval i dCommand
The command specified in the request is not defined — this is part of the ApiResult.
Error SerializingRequest

After XML schema validation, the API attempts to convert the XML request into an internal ApiRequest
object — any failures result in this ApiResponse message. The details of the exception are included.

I nitiator Not Speci fied

The initiator username is not specified, or not specified in a way that can be parsed.
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32 ErrorSerializingRequest

The presented identifier for the initiator is not a username.

33 PrmaryPartyNot Speci fied

34 Pri maryPartyldentifierlnvalid
35 Receiver PartyNot Specified

36 ReceiverPartyldentifierlnvalid

In all these case, one of the API parties is either missing from the request, or has been presented with the
wrong identifier type., This kind of failure is indicated in the ApiResult message.,

37 Mi ssingApi Command

No command is included in the request — in general this problem should be captured by the XML schema
validation, but if it is not this ApiResult message is issued.

38|l nvalidConversationl d
39 UnknownConversationl d

Not currently checked for — this will take place for multi-stage conversations.

40l nval i dParameterDefinition
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Web Service Interface Definition

4.1 Interface: RequestMgrPortType

4.1.1 Operation: GenericAPIRequest

The 3™ party invokes this operation to send a B2B request
4.1.1.1 Message Header: RequestSOAPHeader

Element name | Element type | Optional Description

Spld xsd: string No SP ID.
This is the Service Provider Identifier that is allocated by the
Broker to the 3rd party.
[Example] 000201

SpPassword xsd: string Yes This is an encrypted form of the SP password issued to an SP

when an account is created on the Broker.

The encrypted password is a Base64 encoded string of the SHA-
256 hash of the concatenation of the spld, password and the
timeStamp as illustrated below:

Given the following parameters
spld: 601399

password: spPassword
timestamp: 20130702212854

spPassword = BASE64(SHA-256(spld + Password + timeStamp))
e.g.

spPassword = BASE64(SHA-
256(601399spPassword20130702212854)

[Example]

e6434ef249df55¢7a21a0b45758a39bb
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Element name | Element type | Optional Description
Serviceld xsd: string Yes Service ID.
This is the Service Identifier that is allocated by the Broker for
every service created.
[Example]
3500001000012
Timestamp xsd: string Yes Time stamp (UTC time).

The value is required during SHA-256 encryption for spPassword.

NOTE
If the spPassword parameter must be set, this parameter is
mandatory.

[Format]
yyyyMMddHHmmss
[Example]
20100731064245

4.1.1.2 Input Message: RequestMsg

Element name | Element type | Optional Description
RequestMsg xsd: string No Request Message from 3rd party. Its value should be an instance of
Request Type and a CDATA
Not e:

1. If there is no configuration for notification URL on Broker side, which indicates the callback url for
accepting notification of GenericAPIResult, the R e s u | patdiReter inside Identity tag must present.

2. If there is no configuration for notification URL on Broker side, which indicates the callback url for
accepting notification of cached requests expired, the 3™ party must add a key-pair parameter into
Ref er e nagdehPlkeytissQueue Ti meout URL

4.1.1.3 Output Message: ResponseMsg

Element name

Element type

Optional

Description

ResponseMsg

xsd: string

No

Response return to 3" party. Its value should be an instance of
Response Type and a CDATA.
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4.2 Interface: ResultMgrPortType

4.2.1 Operation: GenericAPIResult

This operation must be implemented by a Web Service at the 3rd party side if it requires notification of the
final result for B2B request. It will be invoked by Broker to notify the 31 party once Broker received the
notification from Core APL

4.2.1.1 Input Message: ResultMsg

Element name | Element type | Optional Description

ResultMsg xsd: string No Request Message from Broker. Its value should be a instance
of Result Type and a CDATA.

4.2.1.2 Output Message: ResponseMsg

Element name | Element type | Optional Description

ResponseMsg | xsd: string No Response return to Broker. Its value should be a instance of
Response Type and a CDATA.
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4.3 Interface: QueueTimeoutNotificationPort

4.3.1 Operation: notifyQueueTimeout

This operation must be implemented by a Web Service at the 3rd party side if it requires notification of
cached requests are expired. It will be invoked by Broker to notify the 3" party once cached requests are

expired.
4.3.1.1 Input Message: notifyQueueTimeout
Element Element type | Optiona Description
name |

OriginatorCo | xsd:string originatorConversationID from the request sent by the 3" party

nversationlD

originRequest | xsd:string No Original request without SOAP Header sent by 3™ party. Its value
is encoded with base64, when the 3rd party receive the request, it
should decode it.

Extensioninfo | Parameters Yes Extended parameters.

4.3.1.2 Output Message: notifyQueueTimeoutResponse

Element

Element type | Optional Description
name
Result Result No
Extensio | Parameters Yes Extended parameters.
ninfo
4.3.1.3 Response Code
ResponseCode ResponseDesc
000000000 Success
000000001 Failed
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4.4 Interface: QueryTransactionPort

4.4.1 Operation: queryTransaction

The 3™ party invokes this operation to query transaction information..

4.4.1.1 Message Header: RequestSOAPHeader

Element
name

Element type

Optional

Description

Spld

xsd: string

No

SP ID.

It’s allocated by the Broker to the 3 party.
[Example]

000201

spPassword

xsd: string

Yes

Encrypted authentication password for partners to access the
Broker.

The value is a character string encrypted from spld + Password+
timeStamp by SHA-256. The encryption formula is as follows:
spPassword =BASE64(SHA-256(spld + Password + timeStamp))

In the preceding formula:
timeStamp: value of timeStamp.

Password authentication password for 3 parties to access the
Broker. The value is allocated by the Broker.

NOTE

The authentication modes include SPID&Password,
SPID&IP&Password, and SPID&IP. When the authentication mode
is SPID&Password or SPID&IP&Password, this parameter is
mandatory.

[Example]

e6434ef249df55c7a21a0b45758a39bb

Serviceld

xsd: string

Yes

Service ID.

The value is allocated by the Broker to the 3 party.
[Example]

3500001000012
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Element Element type | Optional Description
name
timeStamp xsd: string Yes Time stamp (UTC time).
The value is required during SHA-256 encryption for spPassword
NOTE
Ifthes p P a s gammdtetdmust be set, this parameter is mandatory.
[Format]
yyyyMMddHHmMmss
[Example]
20100731064245
4.4.1.2 Input Message: queryTransaction
Element Element type | Optional Description
name
originatorCon | xsd:string The unique identifier of the request message generated by third
versationI|D party. It is used to identify a request between the third party and
MM. Max length is 128
extensioninfo | Parameters Yes Extended parameters.

Table 41 extensionInfo Description

Parameter Optional | Type Description
queryDate Yes String(20) The date of the original conversation.
Format is yyyyMMddHHmmss, for
example: 20131230134412
Note:
If this parameter does not present, it will
cost more time to get the result.
4.4.1.3 Output Message: queryTransactionResponse
Element Element type | Optional Description
name
Result Response No
submitApiRe | xsd:string[0- | Y Requests sent by the 3™ party. Its value is the requests sent by the
questList unbounded] 3" party with base64 encoded.
submitApiRes | xsd:string[0- | Y Responses returned from the Broker. Its value is the responses
ponseL.ist unbounded] returned from the Broker with base64 encoded.
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Element Element type | Optional Description
name
submitApiRes | xsd:string[0- | Y Results sent to the 3" party. Its value is the requests sent by the
ultList unbounded] Broker with base64 encoded.
queueTimeOu | xsd:string[0- [ Y QueueTimeout requests sent to the 3" party. Its value is the
tList unbounded] requests sent by the Broker with base64 encoded.
extensioninfo | Parameters Yes Extended parameters.

4.4 1.4 Response Codes

ResponseCode ResponseDesc
000000000 Success
100000001 The system is overload
100000002 Throttling error
100000003 Exceed the limitation of the LICENSE
100000004 Internal Server Error
100000005 Invalid input value:%1

%1 indicates the parameter’'s name.

100000006 SP’s status is abnormal
100000007 Authentication failed
100000008 Service’s status is abnormal
100000010 Insufficient permissions
100000014 Missing mandatory parameter:%1

%1 indicates the parameter’'s name.

4.5 Interface: Management

4.5.1 Operation: changePassword

The 3" party invokes this operation to change his password.

Input Message: changePassword

Element Element type | Optional | Description

name

spld xsd: string No SP ID.
It’s allocated by the SAG to the 3 party.
[Example]
000201
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Element
name

Element type

Optional

Description

spPassword

xsd: string

Yes

Encrypted authentication password for
partners to access the SAG.

The value is a character string encrypted
from spld + Password+ timeStamp by
SHA-256. The encryption formula is as
follows: spPassword =BASE64(SHA-
256(spld + Password + timeStamp))

In the preceding formula:
timeStamp: value of timeStamp.

Password authentication password for
3" parties to access the SAG. The value
is allocated by the SAG.

NOTE

The authentication modes include
SPID&Password, SPID&IP&Password, and
SPID&IP. When the authentication mode is
SPID&Password or SPID&IP&Password,
this parameter is mandatory.

[Example]
e6434ef249df55c¢7a21a0b45758a39bb

timeStamp

xsd: string

Yes

Time stamp (UTC time).

The value is required during SHA-256
encryption for spPassword

NOTE

Ifthe s p P a s ammeatetdmust be set,
this parameter is mandatory.

[Format]
yyyyMMddHHmMmss
[Example]
20100731064245
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Element
name

Element type

Optional

Description

newPassword

xsd:string

No

New authentication password for 3"
parties to access the SAG. It should be
encrypted by AES-256 and encoded with
base64. Shared key and will be allocated
by the SAG.

For example:

New password is |QAZ2wsX,
Security key is AAAabcdefghijkim,
Vector is abcdefghijklmnop

AES('QAZ2wsx, AAAabcdefghijkim,
abcdefghijklmnop) is
wi2a7BAHOQPd2LRdmcgCOw==

SP should fill
wi2a7BAHOQPd2LRdmcgCOw== as
newPassword

extensionInfo

Parameters

Yes

Extended parameters.

Output Message: changePasswordResponse

Element Element type | Optional | Description

name

result Result No Result.

extensioninfo Parameters Yes Extended parameters.
Response Code

ResponseCode ResponseDesc

000000000 Success

100000001 The system is overload

100000002 Throttling error

100000003 Exceed the limitation of the LICENSE

100000004 Internal Server Error
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ResponseCode ResponseDesc
100000005 Invalid input value:%1
%1 indicates the parameter’s name.
100000006 SP’s status is abnormal
100000007 Authentication failed
100000014 Missing mandatory parameter:%1
%1 indicates the parameter’s name.
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Transaction Types

5.1 Request Party Matrix
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Command Types

InitiatorLinkedTo

Primary Party

Recei ver

BusinessBuyGoods

C2B, B2C,

Identity — C2B,

Identity - Merchant

Merchant HO and | B2C, Merchant HO and Store
Store HO and Store )
IdentifierType - 4
IdentifierType - 4 .
Identifier -
Identifier - ShortCode
ShortCode
BusinessPayBill C2B, B2C, Identity - C2B, Identity - C2B
Merchant HO and | B2C, Merchant Business
Store HO and Store ]
IdentifierType - 4
IdentifierType - 4 .
Identifier -
Identifier - ShortCode
ShortCode
DisburseFundsToBusiness B2C and C2B Identity -C2B and | Identity - C2B,
Business B2C B2C, Merchant
) HO and Store
IdentifierType - 4
. IdentifierType - 4
Identifier —
ShortCode Identifier -
ShortCode
BusinessToBusinessTransfer C2B, B2C, Identity — C2B, Identity - C2B,
Merchant HO and | B2C, Merchant B2C, Merchant

Store, Agency HO
and store

HO and Store

IdentifierType - 4

HO and Store

IdentifierType - 4

Identifier — Identifier -

ShortCode ShortCode
BusinessTransferFromMMFToUtility C2B, B2C Identity -C2B and | Same as Primary

B2C Party

IdentifierType - 4

Identifier —

ShortCode
BusinessTransferFromUtilityTOMMF C2B, B2C Identity —C2B and | Same as Primary

B2C
IdentifierType - 4

Identifier —
ShortCode

Party
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MerchantTransferFromMerchantToWorking

Merchant HO and
Store

Identity — Merchant
HO and Store

IdentifierType - 4

Identifier —
ShortCode

Same as Primary
Party

MerchantTransferFromWorking ToMerchant

Merchant HO and
Store

Identity — Merchant
HO and Store

IdentifierType - 4

Identifier —
ShortCode

Same as Primary
Party

MerchantToMerchantTransfer

Merchant HO and
Store  (Out  of
hierarchy). The
short code must be
the Store
shortCode or HO
shortcode

Identity — Merchant
HO and Store

IdentifierType - 4

Identifier —
ShortCode

Identity — Merchant
HO and Store

IdentifierType - 4

Identifier —
ShortCode

MerchantServicesMMFAccountTransfer

Merchant HO and
Store (Within
Hierachy). The
short code must be
the Store shortcode
or HO shortcode

Identity — Merchant
HO and Store

IdentifierType - 4

Identifier —
ShortCode

Identity — Merchant
HO and Store

IdentifierType - 4

Identifier —
ShortCode

AgencyFloatAdvance

Agency HO and
Store

Identity — Agency
HO and Store

IdentifierType - 4

Identifier —
ShortCode

Identity — Agency
HO and Store

IdentifierType - 4

Identifier —
ShortCode

OrgBankAccountWithdrawal

C2B, B2C,
Merchant HO and
Store

Identity — C2B,
B2C, Merchant
HO and Store

IdentifierType - 4

Identifier —
ShortCode

Same as Primary
Party

OrgRevenueSettlement

C2B, B2C,
Merchant HO and
Store

Identity — C2B,
B2C, Merchant
HO and Store

IdentifierType - 4

Same as Primary
Party
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Identifier —
ShortCode
AccountBalance B2C Business,
C2B Business, NA (0) NA(0)
Merchant HO,
MME Organisation
TransactionStatusQuery B2C Business,
c2B Business, NA (0) NA(0)
Merchant HO,
MMF Organisation

5.2 Business Paybill

Amount

This is a transaction type that moves money from Business customer (B2C, C2B, Merchant HO and Merchant Store
organizations) to a C2B organization. The request moves money from the Primary Party’s MMF/WORKING account
to the Receiver party’s Utility account. Primary party will be API Enabled Business Customer and receiver party will
be C2B Business. The initiator would be linked to primary party.

Decimal

AccountReference

String

The third party account reference. (Mandatory)

ResultType ResultType | It describes the state of the request, for single staged it would be
only completed.

) Result code

ResultCode String
. Result description

ResultDesc String

) M-Pesa conversation id
Conversationld GUID
o ) ) Third party conversation id
OriginatorConversationld String
Transactionld String It takes the financial transaction unique receipt number.
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ResRidntamet er s

Amount

Decimal

The transactional Amount

Eg. <Key>Amount</Key><Value>7000.00</Value>

TransCompleted Time

DateTime

The date time when the transaction was completed.
Eg. <Key>TransCompletedTime</Key>
<Value>20150424170252</Value>

InitiatorAccountCurrentBalance

Decimal

Amount of money in the initiating organization.
Eg. <Key>InitiatorAccountCurrentBalance</Key>

<Value>{ Amount={BasicAmount=2714803.00,
MinimumAmount=271480300, CurrencyCode=KES} } </Value>

DebitPartyCharges

Decimal

DebitAccountCurrentBalance

Decimal

Amount of money in the initiating organization.
Eg. <Key> DebitAccountCurrentBalance </Key>

<Value>{Amount={BasicAmount=2714803.00,
MinimumAmount=271480300, CurrencyCode=KES} }</Value>

Currency

String

Currency used.
Eg. <Key>Currency</Key>
<Value>KES</Value>

DebitPartyPublicName

String

Public name of the Debit Party.

Format: <Short Code>-<Organization Name>

ReceiverPartyPublicName

String

Public name of the Credit Party.
Eg. <Key>ReceiverPartyPublicName</Key>
<Value>888888 - KPLC TEST</Value>.

DebitPartyAffected AccountBalance

String

Indicates the account balance of all the affected accounts of debit
party®

For each account, the fields are presented in the following order
and separated by vertical bars (|):

a m pis used as the separator of different accounts.
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Eg. <Key>DebitPartyAffectedAccountBalance</Key>

<Value>MMF Organization
Account|KES|2714803.00]2714803.00/0.0050000000.00</Value>

5.3 Disburse Funds to Business

This is a transaction type that moves money from B2C and C2B organizations to a Business Customer (B2C, C2B,
Merchant HO and Merchant Store organization). The request moves money from the Primary Party’s Utility account
to the Receiver party’s MMF account. Primary party will be API Enabled Business Customer and receiver party will
be a Business Customer. The initiator would be linked to primary party.

Amount Decimal

AccountReference String The third party account reference. (optional)

ResultType ResultType | It describes the state of the request, for single staged it would be
only completed.
) Result code
ResultCode String
. Result description
ResultDesc String
) M-Pesa conversation id
Conversationld GUID
o ) ) Third party conversation id
OriginatorConversationld String
Transactionld String It takes the financial transaction unique receipt number.
Amount Decimal The transactional Amount
Eg. <Key>Amount</Key><Value>7000.00</Value>
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TransCompleted Time

DateTime

The date time when the transaction was completed.
Eg. <Key>TransCompleted Time</Key>
<Value>20150424170252</Value>

InitiatorAccountCurrentBalance

Decimal

Amount of money in the initiating organization.
Eg. <Key>InitiatorAccountCurrentBalance</Key>

<Value>{ Amount={BasicAmount=2714803.00,
MinimumAmount=271480300, CurrencyCode=KES} }</Value>

DebitPartyCharges

Decimal

DebitAccountCurrentBalance

Decimal

Amount of money in the initiating organization.
Eg. <Key> DebitAccountCurrentBalance </Key>

<Value>{Amount={BasicAmount=2714803.00,
MinimumAmount=271480300, CurrencyCode=KES} } </Value>

Currency

String

Currency used.
Eg. <Key>Currency</Key>
<Value>KES</Value>

DebitPartyPublicName

String

Public name of the Debit Party.

Format: <Short Code>-<Organization Name>

ReceiverPartyPublicName

String

Public name of the Credit Party.
Eg. <Key>ReceiverPartyPublicName</Key>
<Value>888888 - KPLC TEST</Value>.

DebitPartyA ffected AccountBalance

String

Indicates the account balance of all the affected accounts of debit
party®

For each account, the fields are presented in the following order
and separated by vertical bars (|):

a mpis used as the separator of different accounts.
Eg. <Key>DebitPartyAffected AccountBalance</Key>

<Value>MMF Organization
AccountKES|2714803.00/2714803.00/0.00[50000000.00</Value>
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5.4 Business Buy Goods

This is a transaction type that moves money from Business customer (B2C, C2B, Merchant HO and Merchant Store
organizations) to a Merchant HO or Store. The request moves money from the Primary Party’s MMF/WORKING

account to the Receiver party’s Merchant account. Primary party will be API Enabled Business Customer and receiver
party will be Merchant HO and Store Business. The initiator would be linked to primary party.

Amount Decimal
AccountReference String The third party account reference. (optional)
ResultType ResultType | It describes the state of the request, for single staged it would be
only completed.
) Result code
ResultCode String
. Result description
ResultDesc String
) M-Pesa conversation id
Conversationld GUID
o ) ) Third party conversation id
OriginatorConversationld String
Transactionld String It takes the financial transaction unique receipt number.

Amount Decimal The transactional Amount
Eg. <Key>Amount</Key><Value>7000.00</Value>
TransCompletedTime DateTime | The date time when the transaction was completed.
Eg. <Key>TransCompletedTime</Key>
<Value>20150424170252</Value>
InitiatorAccountCurrentBalance Decimal Amount of money in the initiating organization.
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Eg. <Key>InitiatorAccountCurrentBalance</Key>

<Value>{Amount={BasicAmount=2714803.00,
MinimumAmount=271480300, CurrencyCode=KES} }</Value>

DebitPartyCharges Decimal
DebitAccountCurrentBalance Decimal Amount of money in the initiating organization.
Eg. <Key> DebitAccountCurrentBalance </Key>
<Value>{Amount={BasicAmount=2714803.00,
MinimumAmount=271480300, CurrencyCode=KES} }</Value>
Currency String Currency used.
Eg. <Key>Currency</Key>
<Value>KES</Value>
DebitPartyPublicName String Public name of the Debit Party.
Format: <Short Code>-<Organization Name>
) . ) Public name of the Credit Party.
ReceiverPartyPublicName String
Eg. <Key>ReceiverPartyPublicName</Key>
<Value>888888 - KPLC TEST</Value>.
DebitPartyAffected AccountBalance | String Indicates the account balance of all the affected accounts of debit

party®
For each account, the fields are presented in the following order
and separated by vertical bars (|):

a mpis, used as the separator of different accounts.
Eg. <Key>DebitPartyAffected AccountBalance</Key>

<Value>MMF Organization
Account|KES|2714803.00[2714803.00/0.00{50000000.00</Value>

5.5 BusinessToBusinessTransfer

Description
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This is a transaction type that moves money from an Organization with an MMF/WORKING account (B2C, C2B,
Merchant HO and store and Agency HO and Store) to an organization with an MMF/WORKING account (B2C, C2B,
Merchant HO and store and Agency HO and Store). The organizations should not be in the same Hierarchy. The
request moves money from the Primary Party’s MMF/WORKING account to the Receiver party’s MMF/WORKING
account. Primary party should be API Enabled Business Customer and receiver party will be an Organization. The
initiator would be linked to primary party.

Amount Decimal

AccountReference String The third party account reference. (optional)

ResultType ResultType | It describes the state of the request, for single staged it would be
only completed.

. Result code

ResultCode String
. Result description

ResultDesc String

) M-Pesa conversation id
Conversationld GUID
o . ) Third party conversation id
OriginatorConversationld String
Transactionld String It takes the financial transaction unique receipt number.

ReshRlidtamet er s

Amount Decimal The transactional Amount

Eg. <Key>Amount</Key><Value>7000.00</Value>

TransCompletedTime DateTime | The date time when the transaction was completed.
Eg. <Key>TransCompletedTime</Key>
<Value>20150424170252</Value>

InitiatorAccountCurrentBalance Decimal Amount of money in the initiating organization.

Eg. <Key>InitiatorAccountCurrentBalance</Key>

<Value>{ Amount={BasicAmount=2714803.00,
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MinimumAmount=271480300, CurrencyCode=KES} }</Value>

DebitPartyCharges Decimal
DebitAccountCurrentBalance Decimal Amount of money in the initiating organization.
Eg. <Key> DebitAccountCurrentBalance </Key>
<Value>{Amount={BasicAmount=2714803.00,
MinimumAmount=271480300, CurrencyCode=KES} }</Value>
Currency String Currency used.
Eg. <Key>Currency</Key>
<Value>KES</Value>
DebitPartyPublicName String Public name of the Debit Party.
Format: <Short Code>-<Organization Name>
. i ) Public name of the Credit Party.
ReceiverPartyPublicName String
Eg. <Key>ReceiverPartyPublicName</Key>
<Value>888888 - KPLC TEST</Value>.
DebitPartyAffected AccountBalance | String Indicates the account balance of all the affected accounts of debit

party?®

For each account, the fields are presented in the following order
and separated by vertical bars (|):

a mpis, used as the separator of different accounts.
Eg. <Key>DebitPartyAffected AccountBalance</Key>

<Value>MMF Organization
AccountKES|2714803.00]2714803.00/0.00[50000000.00</Value>

5.6 BusinessTransferFromMMFToUtility

Description

This is a transaction type that moves money within an Organization (C2B and B2C). The request moves money from
the organization’s MMF/WORKING account to the organization’s Utility account. The organization should be API
Enabled Business Customer. The initiator would be linked to primary party.
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Amount

Decimal

AccountReference

String

The third party account reference. (optional)

ResultType ResultType | It describes the state of the request, for single staged it would be
only completed.
) Result code
ResultCode String
. Result description
ResultDesc String
. M-Pesa conversation id
Conversationld GUID
o ) ) Third party conversation id
OriginatorConversationld String
Transactionld String It takes the financial transaction unique receipt number.
ResRdrntameters
Amount Decimal The transactional Amount
Eg. <Key>Amount</Key><Value>7000.00</Value>
TransCompletedTime DateTime | The date time when the transaction was completed.
Eg. <Key>TransCompletedTime</Key>
<Value>20150424170252</Value>
InitiatorAccountCurrentBalance Decimal Amount of money in the initiating organization.
Eg. <Key>InitiatorAccountCurrentBalance</Key>
<Value>{Amount={BasicAmount=2714803.00,
MinimumAmount=271480300, CurrencyCode=KES} }</Value>
DebitPartyCharges Decimal
DebitAccountCurrentBalance Decimal Amount of money in the initiating organization.
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Eg. <Key> DebitAccountCurrentBalance </Key>

<Value>{Amount={BasicAmount=2714803.00,
MinimumAmount=271480300, CurrencyCode=KES} }</Value>

Currency

String

Currency used.
Eg. <Key>Currency</Key>
<Value>KES</Value>

DebitPartyPublicName

String

Public name of the Debit Party.

Format: <Short Code>-<Organization Name>

ReceiverPartyPublicName

String

Public name of the Credit Party.
Eg. <Key>ReceiverPartyPublicName</Key>
<Value>888888 - KPLC TEST</Value>.

DebitPartyA ffected AccountBalance

String

Indicates the account balance of all the affected accounts of debit
party®

For each account, the fields are presented in the following order
and separated by vertical bars (|):

a mpis used as the separator of different accounts.
Eg. <Key>DebitPartyAffected AccountBalance</Key>

<Value>MMF Organization
Account|KES|2714803.00|2714803.00/0.0050000000.00</Value>

5.7 BusinessTransferFromUtilityToMMF

Amount

This is a transaction type that moves money within an Organization (C2B and B2C). The request moves money from
the organization’s Utility account to the organization’s MMF/WORKING account. The organization should be API
Enabled Business Customer. The initiator would be linked to primary party.

Decimal

AccountReference

String

The third party account reference. (optional)
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OQut put Parameters

ResultType ResultType | It describes the state of the request, for single staged it would be
only completed.
) Result code
ResultCode String
. Result description
ResultDesc String
) M-Pesa conversation id
Conversationld GUID
o ) ) Third party conversation id
OriginatorConversationld String
Transactionld String It takes the financial transaction unique receipt number.
ResmRidrtamet er s
Amount Decimal The transactional Amount
Eg. <Key>Amount</Key><Value>7000.00</Value>
TransCompletedTime DateTime | The date time when the transaction was completed.
Eg. <Key>TransCompletedTime</Key>
<Value>20150424170252</Value>
InitiatorAccountCurrentBalance Decimal Amount of money in the initiating organization.
Eg. <Key>InitiatorAccountCurrentBalance</Key>
<Value>{Amount={BasicAmount=2714803.00,
MinimumAmount=271480300, CurrencyCode=KES} } </Value>
DebitPartyCharges Decimal
DebitAccountCurrentBalance Decimal Amount of money in the initiating organization.
Eg. <Key> DebitAccountCurrentBalance </Key>
<Value>{Amount={BasicAmount=2714803.00,
MinimumAmount=271480300, CurrencyCode=KES} }</Value>
Currency String Currency used.

Eg. <Key>Currency</Key>
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<Value>KES</Value>

DebitPartyPublicName String Public name of the Debit Party.

Format: <Short Code>-<Organization Name>

. . ) Public name of the Credit Party.
ReceiverPartyPublicName String

Eg. <Key>ReceiverPartyPublicName</Key>
<Value>888888 - KPLC TEST</Value>.

DebitPartyAffected AccountBalance | String Indicgtes the account balance of all the affected accounts of debit
party

For each account, the fields are presented in the following order
and separated by vertical bars (]):

a mpis, used as the separator of different accounts.
Eg. <Key>DebitPartyAffected AccountBalance</Key>

<Value>MMF Organization
Account|KES|2714803.00]2714803.00/0.0050000000.00</Value>

5.8 MerchantToMerchantTransfer

This is a transaction type that moves money from an Organization with Merchant account (Merchant HO and store) to
an organization with a Merchant account (Merchant HO and store). The organizations should not be in the same
Hierarchy. The request moves money from the Primary Party’s Merchant account to the Receiver party’s Merchant
account. Primary party should be API Enabled Business Customer and receiver party will be an Organization. The
initiator would be linked to primary party.

Amount Decimal

AccountReference String The third party account reference. (optional)

ResultType ResultType | It describes the state of the request, for single staged it would be
only completed.
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Result code

ResultCode String
) Result description
ResultDesc String
i M-Pesa conversation id
Conversationld GUID
o ) ) Third party conversation id
OriginatorConversationld String
Transactionld String It takes the financial transaction unique receipt number.
ResRidrtamet er s
Amount Decimal The transactional Amount
Eg. <Key>Amount</Key><Value>7000.00</Value>
TransCompletedTime DateTime | The date time when the transaction was completed.
Eg. <Key>TransCompletedTime</Key>
<Value>20150424170252</Value>
InitiatorAccountCurrentBalance Decimal Amount of money in the initiating organization.
Eg. <Key>InitiatorAccountCurrentBalance</Key>
<Value>{ Amount={BasicAmount=2714803.00,
MinimumAmount=271480300, CurrencyCode=KES} }</Value>
DebitPartyCharges Decimal
DebitAccountCurrentBalance Decimal Amount of money in the initiating organization.
Eg. <Key> DebitAccountCurrentBalance </Key>
<Value>{Amount={BasicAmount=2714803.00,
MinimumAmount=271480300, CurrencyCode=KES} }</Value>
Currency String Currency used.
Eg. <Key>Currency</Key>
<Value>KES</Value>
DebitPartyPublicName String Public name of the Debit Party.

Format: <Short Code>-<Organization Name>
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Public name of the Credit Party.

ReceiverPartyPublicName String
Eg. <Key>ReceiverPartyPublicName</Key>
<Value>888888 - KPLC TEST</Value>.
DebitPartyA ffected AccountBalance | String Indicates the account balance of all the affected accounts of debit

party®
For each account, the fields are presented in the following order
and separated by vertical bars (]):

a mpis,used as the separator of different accounts.
Eg. <Key>DebitPartyAffectedAccountBalance</Key>

<Value>MMF Organization
Account|KES[2714803.00/2714803.00/0.00/50000000.00</Value>

5.9 MerchantTransferFromMerchantToWorking

This is a transaction type that moves money within an Organization (Merchant HO and Store). The request moves

money from the organization’s Merchant account to the organization’s MMF/WORKING account. The organization
should be API Enabled Business Customer. The initiator would be linked to primary party.

Amount

Decimal

AccountReference

String

The third party account reference. (optional)

ResultType ResultType | It describes the state of the request, for single staged it would be
only completed.
) Result code
ResultCode String
. Result description
ResultDesc String
) M-Pesa conversation id
Conversationld GUID
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Third party conversation id

OriginatorConversationld String
Transactionld String It takes the financial transaction unique receipt number.
ResRdntameters
Amount Decimal The transactional Amount
Eg. <Key>Amount</Key><Value>7000.00</Value>
TransCompletedTime DateTime | The date time when the transaction was completed.
Eg. <Key>TransCompletedTime</Key>
<Value>20150424170252</Value>
InitiatorAccountCurrentBalance Decimal Amount of money in the initiating organization.
Eg. <Key>InitiatorAccountCurrentBalance</Key>
<Value>{ Amount={BasicAmount=2714803.00,
MinimumAmount=271480300, CurrencyCode=KES} } </Value>
DebitPartyCharges Decimal
DebitAccountCurrentBalance Decimal Amount of money in the initiating organization.
Eg. <Key> DebitAccountCurrentBalance </Key>
<Value>{Amount={BasicAmount=2714803.00,
MinimumAmount=271480300, CurrencyCode=KES} } </Value>
Currency String Currency used.
Eg. <Key>Currency</Key>
<Value>KES</Value>
; ; Public name of the Debit Party.
DebitPartyPublicName String y
Format: <Short Code>-<Organization Name>
) . ) Public name of the Credit Party.
ReceiverPartyPublicName String
Eg. <Key>ReceiverPartyPublicName</Key>
<Value>888888 - KPLC TEST</Value>.
DebitPartyAffected AccountBalance | String Indicates the account balance of all the affected accounts of debit

party?®
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For each account, the fields are presented in the following order
and separated by vertical bars (|):

a mpis,used as the separator of different accounts.
Eg. <Key>DebitPartyAffected AccountBalance</Key>

<Value>MMF Organization
Account|KES|2714803.00]2714803.00/0.00]50000000.00</Value>

5.10 MerchantTransferFromWorkingToMerchant

This is a transaction type that moves money within an Organization (Merchant HO and Store). The request moves

money from the organization’s MMF/WORKING account to the organization’s Merchant account. The organization
should be API Enabled Business Customer. The initiator would be linked to primary party.

Amount Decimal
AccountReference String The third party account reference. (optional)
ResultType ResultType | It describes the state of the request, for single staged it would be
only completed.
) Result code
ResultCode String
) Result description
ResultDesc String
) M-Pesa conversation id
Conversationld GUID
. . . Third party conversation id
OriginatorConversationld String
Transactionld String It takes the financial transaction unique receipt number.
Amount Decimal The transactional Amount
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Eg. <Key>Amount</Key><Value>7000.00</Value>

TransCompletedTime

DateTime

The date time when the transaction was completed.
Eg. <Key>TransCompletedTime</Key>
<Value>20150424170252</Value>

InitiatorAccountCurrentBalance

Decimal

Amount of money in the initiating organization.
Eg. <Key>InitiatorAccountCurrentBalance</Key>

<Value>{Amount={BasicAmount=2714803.00,
MinimumAmount=271480300, CurrencyCode=KES} } </Value>

DebitPartyCharges

Decimal

DebitAccountCurrentBalance

Decimal

Amount of money in the initiating organization.
Eg. <Key> DebitAccountCurrentBalance </Key>

<Value>{ Amount={BasicAmount=2714803.00,
MinimumAmount=271480300, CurrencyCode=KES} }</Value>

Currency

String

Currency used.
Eg. <Key>Currency</Key>
<Value>KES</Value>

DebitPartyPublicName

String

Public name of the Debit Party.

Format: <Short Code>-<Organization Name>

ReceiverPartyPublicName

String

Public name of the Credit Party.
Eg. <Key>ReceiverPartyPublicName</Key>
<Value>888888 - KPLC TEST</Value>.

DebitPartyAffectedAccountBalance

String

Indicates the account balance of all the affected accounts of debit
party®

For each account, the fields are presented in the following order
and separated by vertical bars (|):

a m pis used as the separator of different accounts.
Eg. <Key>DebitPartyAffected AccountBalance</Key>

<Value>MMF Organization
AccountKES|2714803.00]2714803.00/0.00[50000000.00</Value>
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5.11 OrgBankAccountWithdrawal

This is a transaction type that moves money from an Organization (C2B, B2C, Agency and Merchant) to the Bank.
The request removes e-value from the MMF/Working account to the SP holding account. The organization should be
API Enabled Business Customer. The initiator would be linked to primary party.

Amount decimal Value to be transferred

HeadOffice String Optional

ResultType ResultType | It describes the state of the request, for single staged it would be
only completed.
) Result code
ResultCode String
. Result description
ResultDesc String
) M-Pesa conversation id
Conversationld GUID
o ) ) Third party conversation id
OriginatorConversationld String
Transactionld String It takes the financial transaction unique receipt number.
Amount Decimal The transactional Amount
Eg. <Key>Amount</Key><Value>7000.00</Value>
TransCompletedTime DateTime | The date time when the transaction was completed.
Eg. <Key>TransCompletedTime</Key>
<Value>20150424170252</Value>
DebitPartyAffected AccountBalance | String Indticgtes the account balance of all the affected accounts of debit
party
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For each account, the fields are presented in the following order
and separated by vertical bars (|):

a mpis, used as the separator of different accounts.
Eg. <Key>DebitPartyAffectedAccountBalance</Key>

<Value>MMF Organization
Account|KES|2714803.00]2714803.00/0.00]50000000.00</Value>

5.12 OrgRevenueSettlement

This is a transaction type that moves money within an Organization (C2B and Merchant). The request settles the
charges accrued and moves the rest of the money to the MMF/Working account. The organization should be API
Enabled Business Customer. The initiator would be linked to primary party.

HeadOffice Optional

ResultType ResultType | It describes the state of the request, for single staged it would be
only completed.

) Result code

ResultCode String
) Result description

ResultDesc String

) M-Pesa conversation id
Conversationld GUID
. ) . Third party conversation id
OriginatorConversationld String
Transactionld String It takes the financial transaction unique receipt number.

FundsMovement Decimal Describes the Fund movement.

Eg. <Key>FundsMovement</Key>
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<Value>Merchant Account|Organization Settlement
Account|KES|0.00&Organization Settlement Account|Charges
Paid Account|KES|0.00&Working Account|Organization
Settlement Account|KES|0.00</Value>

TransCompletedTime DateTime | The date time when the transaction was completed.
Eg. <Key>TransCompletedTime</Key>
<Value>20150424170252</Value>

AccountBalanceAfterSettlement Decimal Amount of money in the organization.
Eg. <Key>AccountBalanceA fterSettlement</Key>

<Value>Working Account/KES|56.03|56.03]0.00]0.00&Utility
Account/KES]|0.00]0.00/0.00]0.00&Charges Paid
Account/KES|0.00]0.00/0.00]0.00&Merchant
Account/KES|0.00]0.00/0.00]0.00&Organization Settlement
Account/KES]|0.00]0.00/0.00/0.00</Value>

SettlementPlanID Decimal This field gives the settlementID.
Eg. <Key>SettlementPlanID</Key>
<Value>172110</Value>

5.13 MerchantServicesMMFA ccountTransfer

This is a transaction type that moves money from an Organization with Merchant account (Merchant HO and store) to
an organization with a Merchant account (Merchant HO and store). The organizations should be in the same
Hierarchy. The request moves money from the Primary Party’s Merchant account to the Receiver party’s Merchant
account. Primary party should be API Enabled Business Customer and receiver party will be an Organization. The
initiator would be linked to primary party.

Amount Decimal

AccountReference String The third party account reference. (optional)
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ResultType ResultType | It describes the state of the request, for single staged it would be
only completed.
) Result code
ResultCode String
. Result description
ResultDesc String
) M-Pesa conversation id
Conversationld GUID
o ) ) Third party conversation id
OriginatorConversationld String
Transactionld String It takes the financial transaction unique receipt number.
ResRidrtamet er s
Amount Decimal The transactional Amount
Eg. <Key>Amount</Key><Value>7000.00</Value>
TransCompletedTime DateTime | The date time when the transaction was completed.
Eg. <Key>TransCompletedTime</Key>
<Value>20150424170252</Value>
InitiatorAccountCurrentBalance Decimal Amount of money in the initiating organization.
Eg. <Key>InitiatorAccountCurrentBalance</Key>
<Value>{Amount={BasicAmount=2714803.00,
MinimumAmount=271480300, CurrencyCode=KES} }</Value>
DebitPartyCharges Decimal
DebitAccountCurrentBalance Decimal Amount of money in the initiating organization.
Eg. <Key> DebitAccountCurrentBalance </Key>
<Value>{Amount={BasicAmount=2714803.00,
MinimumAmount=271480300, CurrencyCode=KES} }</Value>
Currency String Currency used.

Eg. <Key>Currency</Key>
<Value>KES</Value>
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DebitPartyPublicName String Public name of the Debit Party.

Format: <Short Code>-<Organization Name>

. ) . Public name of the Credit Party.
ReceiverPartyPublicName String
Eg. <Key>ReceiverPartyPublicName</Key>

<Value>888888 - KPLC TEST</Value>.

Indicates the account balance of all the affected accounts of debit
party?®

For each account, the fields are presented in the following order
and separated by vertical bars (|):

a mpis used as the separator of different accounts.

DebitPartyAffectedAccountBalance | String

Eg. <Key>DebitPartyAffectedAccountBalance</Key>

<Value>MMF Organization
AccountKES|2714803.00|2714803.00]|0.00]50000000.00</Value>

5.14 AgencyFloatAdvance

This is a transaction type that moves money from an Organization with a Float account (Agency HO and store) to an
organization with a Float account (Agency HO and store). The organizations should not be in the same Hierarchy. The
request moves money from the Primary Party’s Float account to the Receiver party’s Float account. Primary party
should be API Enabled Business Customer and receiver party will be an Organization. The initiator would be linked to

primary party.

Amount Decimal

AccountReference String The third party account reference. (optional)

ResultType ResultType | It describes the state of the request, for single staged it would be
only completed.

) Result code
ResultCode String

55



PrRoJECT NAME: M-PESA —Y
(Safaricom
DoCUMENT NAME: DEVELOPER’S GUIDE- B2B INTERFACE VERSION: 0.3

COMPANY/DIVISION: PRODUCT AND SERVICE DEVELOPMENT

DATE: 24™ APRIL 2015

Result description

ResultDesc String
i M-Pesa conversation id
Conversationld GUID
o ) ) Third party conversation id

OriginatorConversationld String

Transactionld String It takes the financial transaction unique receipt number.

ResRidrtamet er s

Amount Decimal The transactional Amount
Eg. <Key>Amount</Key><Value>7000.00</Value>

TransCompletedTime DateTime | The date time when the transaction was completed.
Eg. <Key>TransCompletedTime</Key>
<Value>20150424170252</Value>

InitiatorAccountCurrentBalance Decimal Amount of money in the initiating organization.
Eg. <Key>InitiatorAccountCurrentBalance</Key>
<Value>{ Amount={BasicAmount=2714803.00,
MinimumAmount=271480300, CurrencyCode=KES} }</Value>

DebitPartyCharges Decimal

DebitAccountCurrentBalance Decimal Amount of money in the initiating organization.
Eg. <Key> DebitAccountCurrentBalance </Key>
<Value>{Amount={BasicAmount=2714803.00,
MinimumAmount=271480300, CurrencyCode=KES} } </Value>
Currency used.

Currency String y
Eg. <Key>Currency</Key>
<Value>KES</Value>

; ; Public name of the Debit Party.

DebitPartyPublicName String y

Format: <Short Code>-<Organization Name>
) . ) Public name of the Credit Party.
ReceiverPartyPublicName String

Eg. <Key>ReceiverPartyPublicName</Key>
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<Value>888888 - KPLC TEST</Value>.

Indicates the account balance of all the affected accounts of debit
party®

For each account, the fields are presented in the following order
and separated by vertical bars (|):

a m pis used as the separator of different accounts.

DebitPartyAffectedAccountBalance | String

Eg. <Key>DebitPartyAffectedAccountBalance</Key>

<Value>MMF Organization
Account|KES[2714803.00/2714803.00/0.00/50000000.00</Value>

5.15 Balance Query from the Business Customer

This is a new request to check a Balance for the associated Business Customer. In case the initiator is associated

to the Merchant HO, it can request a balance query of merchant store within the hierarchy. No financial
transaction would be created. It will just respond back with the balance within the account at the time of request.

ShortCode Integer The short code associated to the
business or store.

OrgShortCodeList String List of short code of the organizations
whose balances need to be checked.
Each short code must be delimited by ;

The total number of short codes in the
list must not exceed the Maximum
configured in the system.(Optional)

AccountType String The account type alias in the M-Pesa
system for querying balance.

If this parameter is absent, the balance
of all accounts will be returned in the
Result. (Optional)
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OQut put Parameters

ResultType ResultType It describes the state of the request, for
single staged it would be only
completed.

) Response code

ResultCode String

o ) Response description
ResultDescription String
. M-Pesa conversation id
Conversationld GUID
. . ) Third party conversation id
OriginatorConversationld String

ResRidntamet er s

ShortCode String The organisation short code for which
the balance request is performed

OrganisationName String The organisation name associated to
the short code.

Account Balance SetTime DateTime The date time when the balance was
last updated.

Account Number String The M-Pesa generated account
number which can be viewed on the
identity page.

Working Account Available Funds Decimal Mmf account available balance.

Working Account Uncleared Funds Decimal Mmf account uncleared balance.

Working Account Reserved Funds Decimal Mmf account reserved balance.

Charges Paid Account Available Funds | Decimal Charge paid account available balance

Charges Paid Account Uncleared Decimal Charge paid account uncleared

Funds balance

Charges Paid Account Reserved Funds | Decimal Charge paid account reserved balance
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Utility Account Available Funds Decimal Utility account available balance
Utility Account Uncleared Funds Decimal Utility account uncleared balance
Utility Account Reserved Funds Decimal Utility account reserved balance
BOCompletedTime Strin The dqta time when the business
g operation was completed, as recorded

in the M-Pesa system.

Format: YYYYMMDDhhmmss
AccountBalance String Indicates the accounts balance of

organizations to be queried.

For each account, the fields are
presented in the following order and
separated by vertical bars (]):

Format: <Account Type
Alias>|<Currency>|<Current
Balance>|<Available
Balance>|<Reserved
Balance>|<Unclear Balance>

&amp; is used as the separator of
different accounts.

For each organization, a short code
will be added before the accounts,
separated by vertical bars (]):

Format: <Shot Code> |[<Account 1
Balance>| <Account 2 Balance>|...

#; 1s used as the separator of a
different organization

In case, when failed to query one of
the organization, such as:

V  No organization is found by the
organization short code

V  This organization is not a sub-
organization of the initiator

The system will return:

Format: <Shot Code> |Failed
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5.16 Transaction Status Query

check the transaction status of the already performed request.

OriginatorConversationID String

It is a new request to make a transaction status inquiry. All the initiator or caller can perform this request to

Pass one of these parameter to search for the
transaction. In case the transaction is older than
15 days use only ReceiptNumber to search for
the transaction status. It wont return any result
in case OriginatorConversationID or
ConversationID is used.

ConversationlD String

Pass one of these parameter to search for the
transaction. In case the transaction is older than
15 days use only ReceiptNumber to search for
the transaction status. It wont return any result
in case OriginatorConversationID or
ConversationlD is used.

ReceiptNumber String

Pass one of these parameter to search for the
transaction. In case the transaction is older than
15 days use only ReceiptNumber to search for
the transaction status. It wont return any result
in case OriginatorConversationID or
ConversationlD is used.

ResultType ResultType It mentions the state of the transaction. If
successfully done it wouldsayCo mp | et e
. Response code
ResultCode string
_ . Response description
ResultDescription String
) M-Pesa conversation id
Conversationld GUID
.. ) . Third party conversation id

OriginatorConversationld String
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ResRidntamet er s

InitiatedTime Datetime Transaction initiated Time.

FinalisedTime Datetime Transaction Finalised Time

TransactionType String Transaction type associated to the receipt
number

ReceiptNo String Transaction ReceiptNo

TransactionStatus String Transaction status outcome

TransactionReason String Transaction reason in case of decline

DebitPartyName String Debit party identity name

CreditPartyName String Credit party identity name

DebitAccountType String Debit party account type

DebitAccountBalance Decimal Debit party account balance

ReasonType String

Originator Conversation ID String

Conversation ID String

Amount String

DebitPartyCharges String

CreditPartyCharges String
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Example

6.1 B2B Transactions

This scenario will apply for all the typical B2B transactions described. They include;

R

BusinessBuyGoods

BusinessPayBill

DisburseFundsToBusiness
BusinessToBusinessTransfer
BusinessTransferFromMMFToUltility
BusinessTransferFromUtility ToMMF
MerchantToMerchantTransfer
MerchantTransferFromMerchantToWorking
MerchantTransferFromWorkingToMerchant
MerchantServicesMMFAccountTransfer
AgencyFloatAdvance

6.1.1 GenericApiRequest

<soapenv:Envelope xmins:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmins:req="http://api-
v1.gen.mm.vodafone.com/mminterface/request">

<soapenv:Header>

<tns:RequestSOAPHeader xmIns:tns="http://www.huawei.com/schema/osg/common/v2_1">

<tns:spld>898989</tns:spld>

<tns:spPassword>REQ50EM1NjcORTI5ODMwQkJDNzg10TE5OEYZRTZDNDJGRjgwOTgyQzg2Qzk3QOQWRTRDOT
c5QklyRTZGRTIEQg==</tns:spPassword>

<tns:timeStamp>20140223113340</tns:timeStamp>

<tns:serviceld>898989000</tns:serviceld>

</tns:RequestSOAPHeader>

</soapenv:Header>

<soapenv:Body>

<req:RequestMsg><!/[CDATA[<?xml version="1.0" encoding="UTF-8'?><request xmlIns="http://api-
v1.gen.mm.vodafone.com/mminterface/request">

<Transaction>

<CommandID>BusinessPayBill</CommandID>
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6.1.2 GenericApiResponse
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<req:ResponseMsg xmins:req="http://api-v1.gen.mm.vodafone.com/mminterface/request"><|[CDATA[<?xmI version="1.0"
encoding="UTF-8"?><response xmlns="http://api-
v1.gen.mm.vodafone.com/mminterface/response"><ResponseCode>0</ResponseCode><ConversationID>AG_20150424 0000626ec4a
eb2ca2256</ConversationlD><ResponseDesc>Accept the service request

successfully.</ResponseDesc><OriginatorConversation|D>CV3-844355122-244w1a-
ggz</OriginatorConversation|D><Service Status>0</ServiceStatus></response>]]></req:ResponseMsg>

</soapenv:Body>

</soapenv:Envelope>
6.1.3 GenericAPiResult

<soapenv:Envelope xmlIns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
<soapenv:Body>

<res:ResultMsg xmins:res="http://api-v1.gen.mm.vodafone.com/mminterface/result"><![CDATA[<?xmI version="1.0"
encoding="UTF-8"?><Result xmlins="http://api-
v1.gen.mm.vodafone.com/mminterface/result"><ResultType>0</ResultType><ResultCode>0</ResultCode><ResultDesc>Accept the
service request successfully.</ResultDesc><OriginatorConversation|D>CV3-844111355122-244w1a-
ggz</OriginatorConversationID><ConversationID>AG_20150424_0000643cae726da52ba8</ConversationID><Transaction|D>JDO71LM
99</Transaction|D><ResultParameters><ResultParameter><Key>InitiatorAccountCurrentBalance</Key><Value>{Amount={BasicAmount

=2714803.00, MinimumAmount=271480300,
CurrencyCode=KES}}</Value></ResultParameter><ResultParameter><Key>DebitAccountCurrentBalance</Key><Value>{Amount={Basic
Amount=2714803.00, MinimumAmount=271480300,

CurrencyCode=KES}}</Value></ResultParameter><ResultParameter><Key>Amount</Key><Value>7000.00</Value></ResultParameter>
<ResultParameter><Key>DebitPartyAffectedAccountBalance</Key><Value>MMF Organization
Account|KES|2714803.00|2714803.00|0.00|50000000.00</Value></ResultParameter><ResultParameter><Key>TransCompleted Time</K
ey><Value>20150424170252</Value></ResultParameter><ResultParameter><Key>DebitPartyCharges</Key><Value></Value></ResultP
arameter><ResultParameter><Key>ReceiverPartyPublicName</Key><Value>888888 - KPLC
TEST</Value></ResultParameter><ResultParameter><Key>CreditPartyAffectedAccountBalance</Key><Value>Utility
Account|KES|11000.00|11000.00|0.00]0.00&Charges Paid Account|KES|-385.00|-
385.00/0.00|0.00</Value></ResultParameter><ResultParameter><Key>CreditAccountCurrentBalance</Key><Value>{Amount={BasicAmo
unt=11000.00, MinimumAmount=1100000,
CurrencyCode=KES}}</Value></ResultParameter><ResultParameter><Key>Currency</Key><Value>KES</Value></ResultParameter></
ResultParameters><ReferenceData><Referenceltem><Key>BillReferenceNumber</Key><Value>7000</Value></Referenceltem><Refere
nceltem><Key>QueueTimeoutURL</Key><Value>http://10.66.49.201:</Value></Referenceltem></ReferenceData></Result>]]></res:Res
ultMsg>

</soapenv:Body>

</soapenv:Envelope>
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6.2 OrgRevenueSettlement

6.2.1 GenericApiRequest
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6.3.1 GenericApiRequest
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6.3.3 GenericAPiResult

6.4 TransactionStatusQuery

6.4.1 GenericApiRequest
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</s:Envelope>

6.4.3 GenericAPiResult

<s:Envelope xmins:s="http://schemas.xmlsoap.org/soap/envelope/">

<s:Body xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlIns:xsd="http://www.w3.0rg/2001/XMLSchema">

<ResultMsg xmins="http://api-v1.gen.mm.vodafone.com/mminterface/result"><!/[CDATA[<Result

xmins:i="http://www.w3.0rg/2001/XMLSchema-instance"

xmlins="http://api-

v1.gen.mm.vodafone.com/mminterface/result"><ResultType>Completed</ResultType><ResultCode>0</ResultCode><ResultDesc>Succe
ss</ResultDesc><OriginatorConversation|D>R9I1-7894-7895-4125-770</OriginatorConversation|D><ConversationI|D>33922665-4506-

40c5-9a8d-4b1508ab6a81</Conversation|D><ResultParameters><Parameter><Key
v1.gen.mm.vodafone.com/mminterface/request">Initiated Time</Key><Value
v1.gen.mm.vodafone.com/mminterface/request">26/08/2014 23:05:33</Value></Parameter><Parameter><Key
v1.gen.mm.vodafone.com/mminterface/request">Finalised Time</Key><Value
v1.gen.mm.vodafone.com/mminterface/request">26/08/2014 23:05:33</Value></Parameter><Parameter><Key
v1.gen.mm.vodafone.com/mminterface/request">TransactionType</Key><Value
v1.gen.mm.vodafone.com/mminterface/request">Business Pay Bill</Value></Parameter><Parameter><Key
v1.gen.mm.vodafone.com/mminterface/request">ReceiptNo</Key><Value
v1.gen.mm.vodafone.com/mminterface/request">X-1L144</Value></Parameter><Parameter><Key
v1.gen.mm.vodafone.com/mminterface/request">TransactionStatus</Key><Value
v1.gen.mm.vodafone.com/mminterface/request">Completed</Value></Parameter><Parameter><Key
v1.gen.mm.vodafone.com/mminterface/request">TransactionReason</Key><Value i:nil="true"
v1.gen.mm.vodafone.com/mminterface/request” /></Parameter><Parameter><Key
v1.gen.mm.vodafone.com/mminterface/request">DebitPartyName</Key><Value
v1.gen.mm.vodafone.com/mminterface/request">898940 - Test2b</Value></Parameter><Parameter><Key
v1.gen.mm.vodafone.com/mminterface/request">CreditPartyName</Key><Value
v1.gen.mm.vodafone.com/mminterface/request">898940 - Test2b</Value></Parameter><Parameter><Key
v1.gen.mm.vodafone.com/mminterface/request">DebitAccountType</Key><Value
v1.gen.mm.vodafone.com/mminterface/request">MMF Account</Value></Parameter><Parameter><Key
v1.gen.mm.vodafone.com/mminterface/request">DebitAccountBalance</Key><Value

xmlins="http://api-
xmlIns="http://api-
xmlins="http://api-
xmlins="http://api-
xmlins="http://api-
xmlns="http://api-
xmins="http://api-
xmlins="http://api-
xmlins="http://api-
xmIns="http://api-
xmlins="http://api-
xmins="http://api-
xmins="http://api-
xmlins="http://api-
xmlins="http://api-
xmlins="http://api-
xmlins="http://api-
xmlins="http://api-
xmins="http://api-
xmlins="http://api-

v1.gen.mm.vodafone.com/mminterface/request">14880.0000</Value></Parameter></ResultParameters><ReferenceData><Referencelte

m><Key xmlns="http://api-v1.gen.mm.vodafone.com/mminterface/request">QueueTimeoutURL</Key><Value

xmlins="http://api-

v1.gen.mm.vodafone.com/mminterface/request">http://10.66.49.201:8989/</Value></Referenceltem></ReferenceData></Result>]]></Res

ultMsg>
</s:Body>

</s:Envelope>
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6.5 Balance Check

6.5.1 GenericApiRequest
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v1.gen.mm.vodafone.com/mminterface/request">Working Account Reserved Funds</Key><Value xmins="http://api-
v1.gen.mm.vodafone.com/mminterface/request">0.0000</Value></Parameter><Parameter><Key xmins="http://api-
v1.gen.mm.vodafone.com/mminterface/request">Working Account Account Number</Key><Value xmlns="http://api-

v1.gen.mm.vodafone.com/mminterface/request">48153-1

</Value></Parameter><Parameter><Key xmlns="http://api-

v1.gen.mm.vodafone.com/mminterface/request">Working Account Account Balance SetTime</Key><Value xmins="http://api-
v1.gen.mm.vodafone.com/mminterface/request">22/08/2014 09:02:52</Value></Parameter><Parameter><Key xmlns="http://api-
v1.gen.mm.vodafone.com/mminterface/request">Charges Paid  Account  Available Funds</Key><Value = xmlIns="http://api-
v1.gen.mm.vodafone.com/mminterface/request">0.0000</Value></Parameter><Parameter><Key xmins="http://api-
v1.gen.mm.vodafone.com/mminterface/request">Charges = Paid  Account  Uncleared Funds</Key><Value = xmlIns="http://api-
v1.gen.mm.vodafone.com/mminterface/request">0.0000</Value></Parameter><Parameter><Key xmlns="http://api-
v1.gen.mm.vodafone.com/mminterface/request">Charges Paid  Account Reserved Funds</Key><Value  xmins="http://api-
v1.gen.mm.vodafone.com/mminterface/request">0.0000</Value></Parameter><Parameter><Key xmlns="http://api-
v1.gen.mm.vodafone.com/mminterface/request">Charges Paid  Account Account  Number</Key><Value  xmins="http://api-

v1.gen.mm.vodafone.com/mminterface/request">48155-40

</Value></Parameter><Parameter><Key xmins="http://api-

v1.gen.mm.vodafone.com/mminterface/request">Charges Paid Account Account Balance SetTime</Key><Value xmins="http://api-

v1.gen.mm.vodafone.com/mminterface/request">22/08/2014 09:02:52</Value></Parameter><Parameter><Key xmlins="http://api-
v1.gen.mm.vodafone.com/mminterface/request">Utility Account Available Funds</Key><Value xmlIns="http://api-
v1.gen.mm.vodafone.com/mminterface/request">0.0000</Value></Parameter><Parameter><Key xmlins="http://api-
v1.gen.mm.vodafone.com/mminterface/request">Utility Account Uncleared Funds</Key><Value xmins="http://api-
v1.gen.mm.vodafone.com/mminterface/request">0.0000</Value></Parameter><Parameter><Key xmlIns="http://api-
v1.gen.mm.vodafone.com/mminterface/request">Utility Account Reserved Funds</Key><Value xmlIns="http://api-
v1.gen.mm.vodafone.com/mminterface/request">0.0000</Value></Parameter><Parameter><Key xmlIns="http://api-
v1.gen.mm.vodafone.com/mminterface/request">Utility Account Account Number</Key><Value xmins="http://api-

v1.gen.mm.vodafone.com/mminterface/request">48155-12
v1.gen.mm.vodafone.com/mminterface/request">Utility =~ Account
v1.gen.mm.vodafone.com/mminterface/request">22/08/2014

09:02:52</Value></Parameter></ResultParameters><ReferenceData><Referenceltem><Key

</Value></Parameter><Parameter><Key xmlns="http://api-

Account

Balance

v1.gen.mm.vodafone.com/mminterface/request">QueueTimeoutURL</Key><Value
v1.gen.mm.vodafone.com/mminterface/request">http://10.66.49.201:8989/</Value></Referenceltem></ReferenceData></Result>]]></Res

ultMsg>
</s:Body>

</s:Envelope>

6.6 notifyQueueTimeout

6.6.1 The Broker send notification to the 3rd party

<soapenv:Envelope

SetTime</Key><Value  xmiIns="http://api-

xmlins="http://api-
xmlins="http://api-

xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"

xmlns:loc="http://www.csapi.org/schemal/timeoutnotification/data/v1_0/local"

v1.gen.mm.vodafone.com/mminterface/result">
<soapenv:Header/>
<soapenv:Body>

<loc:notifyQueueTimeout>

xmlins:res="http://api-

<loc:originatorConversationID>OriginatorConversationIDO</loc:originatorConversationlD>
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<loc:originRequest>PHNvYXBIbnY6RW52ZWxvcGUgeG1sbnM6c29hcGVudj0iaHROcDovL3NjaGVtY XMueG1sc29hcChv
cmeve29hcCOlbnZIbGOwZS8ilHhtbG5zOnJlcTOiaHROcDovL2FwaS 12MS5nZW4ubWO0Oudm9kYWZv
bmUuY29tL21taW50ZXJmYWNIL3JIcXVIc3QiPgoglCA8c29hcGVudjpCb2R5PgogI CAgICA8cmVx
OlJIcXVIc3RNc2c+PCFbQORBVEFbPD94bWwgdmVyc2lvbjoiMS4wliBlbmNvZGluZz0iVVRGLTgi
Pz4KPHJIcXVIc3QgeG1sbnMIImhOdHABLY9hcGkidjEuZ2VuLm1tLnZvZGFmb25ILmNvbS9tbWIu
dGVyZmFjZS9yZXF1ZXNO0Ij4KICAgIDxUcmFuc2FjdGlIvbj4KICAgICAgICA8Q29tbWFuZEIEPkNv
bW1hbmRJRDABLONvbW 1hbmRJRD4KICAgICAgICA8TGFuZ3VhZ2VDb2RIPkxhbmd1YWdIQ29kZTA8
LOxhbmd1YWdIQ29kZT4KICAgICAgICA8T3JpZ2luYXRvckNvbnZlcnNhdGIvbkIEPk9yaWdpbmFO
b3JDb252ZXJzYXRpb25JRDA8L09yaWdpbmF0Ob3JDb252ZXJzYXRpb25JRD4KICAgICAgICA8Q29u
dmVyc2F0aW9uSUQ+Q29udmVyc2F0aW9uSUQwPC9Db252ZXJzYXRpb25JRD4KICAgICAgICABUmMVt
YXJrPIJIbWFyazA8L1JIbWFyaz4KICAgICAgICABRWS5jcnlwdGVKkUGFYYW 11dGVycz5FbmNyeXB0
ZWRQYXJhbWV0ZXJzMDwvRW5jcnlwdGVKUGFyYW11dGVycz4KICAgICAgICABUGFYYW1ldGVycz4K
ICAgICAgICAgICAgPFBhcmFtZXRIcj4KICAgICAgICAgICAgICAgIDxLZXk+S2V5MDwvS2V5Pgog
ICAgICAgICAgICAgICAgPFZhbHVIPIZhbHVIMDwWvVmFsdWU+CiAgICAgICAgICAgIDWVUGFyYW I
dGVyPgogICAgICAgICAgICABUGFYYW1IdGVyPgoglCAgICAgICAGICAGICAgPEtle T5LZXkxPCIL
ZXk+CiAgICAgICAgICAgICAgICABVmMFsdWU+VmFsdWUxPCOWYWx1ZT4KICAgICAgICAgICAgPC9Q
YXJhbWV0ZXI+CiAgICAgICAgPCIQYXJhbWV0ZXJzPgoglCAgICAgIDxSZWZIcmVuY2VEYXRhPgog
ICAgICAgICAgICABUMVmMZXJIbmNISXRIbT4KICAgICAgICAgICAgICAgIDXLZXk+UXVIdWVUaW1|
b3VOVVIMPCILZXk+CiAgICAgICAgICAgICAgICABVMFsdWU+VmFsdWUyPCOWYWx1ZT4KICAgICAg
ICAgICAgPC9SZWZIcmVuY2VJdGVtPgoglCAgICAgICAgICABUMVmMZXJIbmNISXRIbT4KICAgGICAg
ICAgICAgICAgIDxLZXk+S2V5MzwvS2V5PgoglCAgICAgICAgICAgICAgPFZhbHVIPIZhbHVIMzwv
VmFsdWU+CiAgICAgICAgICAgIDWvUmMVmzZXJIbmNISXRIbT4KICAgICAgICABL 1JIZmVyZW5jZURh
dGE+CiAgICAgICAgPFRpbWVzdGFtcD4KICAgICAgICABL1RpbWVzdGFtcD4KICAgIDwWvVHJhbnNh
Y3Rpb24+CiAgICA8SWRIbnRpdHk+CiAgICAgICAgPENhbGxIcj4KICAgICAgICAgICAgGPENhbGXI
cIR5cGU+MDwvQ2FsbGVyVHIWZT4KICAgICAgICAgICAgPFRoaXJkUGFydHIJRD5UaGlyZFBhecnR5
SUQwPC9UaGlyZFBhcnR5SUQ+CiAgICAgICAgICAgIDxQYXNzd29yZD5QYXNzd29yZDASL 1Bhc3N3
b3JkPgoglCAgICAgICAgICA8Q2hIY2tTdWO+Q2hIY2tTdWOwPC9DaGVja1N1bT4KICAgICAgICAg
ICAgPFJIc3VsdFVSTD5SZXN1bHRVUkwwPC9SZXN1bHRVUkw+CiAgICAgICAgPCIDYWxsZXI+CiAg
ICAgICAgPEIuaXRpYXRvcj4KICAgICAgICAgICAgPEIKZW50aWZpZXJUeXBIPjE8LOIkZW50aWZp

ZXJUeXBIPgoglCAgICAgICAgICABSWRIbnRpZmlicj5JZGVudGlmaWVyMDwvSWRIbnRpZmlicj4K
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6.6.2 The 3rd party return response to the Broker

Examplel: Success response
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Example2: Error response

6.7 queryTransaction

6.7.1 The 3rd party sends query request to the Broker




PROJECT NAME: M-PESA >
(Safaricom
DOCUMENT NAME: DEVELOPER’S GUIDE- B2B INTERFACE VERSION: 0.3

COMPANY/DIVISION: PRODUCT AND SERVICE DEVELOPMENT

DATE: 24™ APRIL 2015

6.7.2 The Broker return response to the 3rd party

Examplel: Success response




PROJECT NAME: M-PESA —y
(L

DOCUMENT NAME: DEVELOPER’S GUIDE- B2B INTERFACE VERSION: 0.3

COMPANY/DIVISION: PRODUCT AND SERVICE DEVELOPMENT DATE: 24™ APRIL 2015

W1IU3RhbXA+CiAgICAgICAgIDx0bnM6c2VydmljZUIkPjE1MTUXNTAWMDwvdG5zOnNIcnZpY2VJZD4KICAgICAgPC90bnMBUMVxdWVz
dFNPQVBIZWFkZXI+CiAgIDwvc29hcGVudjplZWFkZXI+CiAglDxzb2FwZW520kJvZHk+CiAgICAgIDxyZXE6UmVxdWVzdE1zZz48IVtIDR
EFUQVs8P3htbCB2ZXJzaW9uPScnMS4wJycgZW5jb2Rpbmc9JydVVEYtOCcnPz48cmVxdWVzdCB4bWxuczOnJ2h0dHAGLy9hcGktdjEu
Z2\VuLm1tLnZvZGFmb25ILmNvbS9tbWIudGVyZmFjZS9yZXF 1ZXN0Jyc+CjxUcmFuc2FjdGlvbj4dKCTxDb21tYW5kSUQ+U2FsYXJ5UGF5b
WVudDwvQ29tbWFuZEIEPgoJPExhbmd1YWdIQ29kZT4WPCOMYW5ndWFnZUNvZGU+Cgk8T3JpZ2luY XRvckNvbnZlcnNhdGIvbkIEPII5
STEtMDAwWMCOO0M;jl1LWc2NDE 1MzwvT3JpZ2luY XRvckNvbnZlcnNhdGIvbkIEPgoJPENvbnZlcnNhdGIvbkIEPjwvQ29udmVyc2F0aW9uSU
Q+Cgk8UmVtYXJrPjA8L1JIbWFyaz4KCTxFbmNyeXBOZWRQYXJhbWV0ZXJzPkVuY 3J5cHRIZFBhecmFtZXRIcnMwPC9FbmNyeXB0ZW
RQYXJhbWV0ZXJzPgo8UGFyYW1ldGVycz48UGFyYW1ldGVyPgoJPEtleT5BbW91bnQ8LO0tIe TAKCTXWYWx1ZT43MC4wMDwvVmFsd
WU+CjwvUGFyYW1ldGVyPgoKICAgICAgICAgICAgCgo8L 1BhcmFtZXRIcnM+CjxSZWZlcmVuY2VEYXRhPgoJPFJIZmVyZW5jZUI0ZWO0+
CgkJPEtleTSRdWV1ZVRpbWVvdXRVUkw8LO0tle TAKCQk8VmFsdWU+aHROcDovLzEWL|Y2LjQ5LjlwMTo4OTg5LzwvVmFsdWU+Cgk8L 1
JIZmVyZW5jZUI0ZWO0+PC9SZWZIcmVuY2VEYXRhPgoJPFRpbWVzdGFtcD4yMDEOLTA5LTI3VDEyYOjUzOJE5LJAWMDA1MjFaPCOUaW 1|
c3RhbXA+CjwvVHJhbnNhY3Rpb24+CjxJZGVudGI0e T4AKCTxDYWxsZXI+CgkJPENhbGxIcIR5cGU+MjwvQ2FsbGVyVHIWZT4KCQk8VGh
pcmRQYXJ0eUIEPjg50DkOMTwvVGhpecmRQYXJ0eUIEPgoJCTxQYXNzd29yZD5QYXNzd29yZDA8L 1Bhc3N3b3JkPgoJCTxDaGVja1N1
bT5DaGVja1N1bTASLONoZWNrU3VtPgoJCTxSZXN1bHRVUkw+aHROcDovLzEwLjY2LjQ5LjlwMTo4MDk3LzwvUmVzdWx0VVJMPgoJP
C9DYWxsZXI+Cgk8SW5pdGlhdG9yPgoJCTxJZGVudGImaWVyVHIWZT4xMTwvSWRIbnRpZmlIclR5cGU+CgkJPEIKZW50aWZpZXI+YjJlj
MmI8LOIkZW50aWZpZXI+CgkJPFNIY3VyaXR5Q3J1ZGVudGlhbD5iSkpiQOEOUVQVVzdwVIQ5ZyszZGN0alF JRIUyb2pTVVZIcXo1WVVCK
3VVcDY2RDIVaGpgWnNoWEp5KzItRGVTcFJuRVFiczZIOHdHecmhoMjNBVnVQMIi9je URXRTZ4ZmhhU2hXMOtkdFZOKOFxdWFOVWFCZk
xiNINQZ045ZWdrVWtuNGhzWFdrk250ZIk3UnNtZE 1Le TRJUkJZVGIqTXVIUGU2eUd3MTdrZUVgWKIMNCtrNG5XYTFqVnZScFBJNnVB
RkpTWTMzcEl4dUxoMIR4K2tBcmc1STRCNEPRS09pdzJtNONQbIZVMGpodnE4eHNHY XJPSW4yQ09DakVOMOcvQnlwV3Bucks3MStlen
Z0QUJoOVU4bG50MjVFdIU3cmpBVHpMd2xGOE 1nVnYra3UySERTNjJ4MFptVEtVWEgxc3JzU0OJhSO0VgaVRoY2NGemZYVEVIRIEQPT
wvU2VjdXJpdHIDcmVkZW50aWFsPgoJCTxTaG9ydENvZGU+ODk4OTQ3PC9TaG9ydENvVZGU+Cgk8LOluaXRpYXRvcj4KCQk8UHJIpbW
FyeVBhcnR5PgoJCQk8SWRIbnRpZmllclR5cGU+NDwvSWRIbnRpZmllcIR5cGU+CgkJCTxJZGVudGimaWVyPjg5ODkONjwvSWRIbnRpZ
mllcj4AKCQkJPFNob3J0Q29kZT48L1Nob3J0Q29kZT4KCQk8L 1ByaW 1hcnlQYXJ0e T4KCTxSZWNIaXZlclBhcnR5PgoJCTxJZGVudGlma
WVyVHIWZT4xPC9JZGVudGImaWVyVHIWZT4KCQk8SWRIbnRpZmllicj4dyNTQ3MDcxNjM2MDUB8LOIkZW50aWZpZXI+CgkJPFNob3J0Q2
9kZT48L1Nob3J0Q29kZT4KCTwvUmVjZWI2ZXJQYXJ0eT4AKCTxBY2NIc3NEZXZpY2U+CgkJPEIkZW50aWZpZXJUeXBIPJE8LOIkZW50a
WZpZXJUeXBIPgoJCTxJZGVudGImaWVyPklkZW50aWZpZXIzPC9JZGVudGimaWVyPgoJ CTwvQWNjZXNzRGV2aWNIPjwvSWRIbnRpd
Hk+CgkJPEtleU93bmVyPjE8LOtleU93bmVyPgoJPCyZXF1ZXNOPI1dPjwvemVxOlJIcXVIc3RNc2c+CiAgIDwvc29hcGVudjpCb2R5Pgo8L3
NvYXBIbnY6RW52ZWxvcGU+</ns1:submitApiRequest>

<ns1:submitApiRequest>UE9TVCAvQ29yZUFwaVdIYINIcnZpY2UvR2VuzZXJpYOFwaS5zdmMgSFRUUCB8XLJENCkNvbnRIbnQtVHIwZTog
dGV4dC94bWwNCkhvc3Q61Dg1LjlwNS4xNjUuMTk30jE4MjAyDQpDb25uZWN0aW9uOiBjbG9zZQ0KQ29udGVudC1MZW5ndGg6IDIxN
DYNCgOKPHNvYXBIbnY6RW52ZWxvcGUgeG1sbnM6¢c29hcGVudj0iaHROcDovL3NjaGVtY XMueG1sc29hcC5vemeve29hcCOlbnZIbGOwZ
S8ilHhtbG5z0nJIcTOiaHROcDovL2FwaS12MS5nZW4ubW0udm9kYWZvbmUuY 29tL2 1taW50ZXJmYWNIL3JIcXVIc3QiPgogl CAKICAgPH
NvYXBIbnY6QmM9ke T4KICAgICAgPHJIcTpSZXF1ZXNOTXNnPjwhWONEQVRBWzw/eG1sIHZIcnNpb249JycxLjAnJyBIbmNvZGluZz0nJ 1V
URi04Jyc/PjxyZXF1ZXNOIHhtbG5zPScnaHROcDovL2FwaS12MS5nZW4ubWO0udm9kYWZvbmUuY29tL 21taW50ZXJmYWNIL3JIcXVIc3Q
nJz4KPFRyYW5zYWNOaW9uPgoJPENvbW 1hbmRJRD5TYWxhcnlQYXItZW50PC9Db21tYW5kSUQ+Cgk8TGFuZ3VhZ2VDb2RIPjA8LOX
hbmd1YWdIQ29kZT4KCTxPcmInaW5hdG9yQ29udmVyc2F0aW9uSUQ+UjlUMSOWMDAWLTQyMjUtZzY OMTUzPC9PcminaW5hdG9yQ29
udmVyc2F0aW9uSUQ+Cgk8Q29udmVyc2F0aW9uSUQ+PC9Db252ZXJzY XRpb25JRD4KCTxSZW 1hcms+MDwvUmVtY XJrPgoJPEVUY
3J5cHRIZFBhemFtZXRIcnM+RW5jcniwdGVKUGFyYW11dGVyczA8LOVuY 3J5cHRIZFBhecmFtZXRIcnM+CjxQY XJhbWV0ZXJzPjxQY XJhb
WVO0ZXI+Cgk8S2V5PkFtb3VudDwvS2V5PgoJPFZhbHVIPjcwLjAWPCOWYWx1ZT4KPC9QY XJhbWV0ZXI+CgoglCAgICAgICAgICAKCjwv
UGFyYW11ldGVycz4KPFJIZmVyZW5jZURhdGE +Cgk8UmVmZXJIbmNISXRIbT4AKCQk8S2V5PIF1ZXVIVGItZW91dFVSTDwvS2V5PgoJCT
XWYWx1ZT50dHRwOi8vMTAuUN;YuNDkuMjAxOjg50DkvPCOWYWx1ZT4KCTwvUmVmZXJIbmNISXRIbT48L1JIZmVyZW5jZURhdGE+Cg
k8VGIZXNOYW 1wPjIwMTQtMDktMjdUMTIBNTM6MTkuMDAWMDUyMVo8L 1RpbWVzdGFtcD4KPCO9UcmFuc2FjdGIvbj4KPEIkZW50aXR
5PgoJPENhbGxIcj4KCQk8Q2FsbGVyVHIWZT4yPCIDYWxsZXJUeXBIPgoJCTxUaGlyZFBhcnR5SUQ+ODk4OTQxPC9UaGlyZFBhcnR5
SUQ+CgkJPFBhc3N3b3JkPIBhc3N3b3JkMDwvUGFzc3dvemQ+CgkJPENoZWNrU3VIPkNoZWNrU3VIMDwvQ2h1Y 2t TdWO0+CgkJPFJIc3
VsdFVSTD50dHRwczovLzE5Ni4yMDEuUMJEOLjEZzNjoxODMyMy9tbWIudGVyZmFjZS9yZXN1bHQ8L 1JIc3VsdFVSTD4KCTwvQ2FsbGVyP
goJPEluaXRpYXRvcj4KCQk8SWRIbnRpZmllcIR5cGU+MTE8LOIkZW50aWZpZXJUeXBIPgoJCTxJZGVudGimaWVyPmlyYzJiPC9JZGVud
GlmaWVyPgoJCTxTZWN1cml0eUNyZWRIbnRpYWw+YkpKYKNBNFFUL 1c3cFZUOWcrM2RjdGpRSUZVMmM9qU1VWZXFENVIVQIt1VXA
2NkQ5VWhqalpzaFhKeSs5bURIU3BSbkVRYnM2SDh3R3JoaDIzQVZ1UDIVY3|EcUU2e GZoYVNoVzNLZHRWdCtBcXVhdFVhQmZMYjZ
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TUGdOOWVna1VrbjRoc1hXaytuaGZZN1JzbWRNS3k0SVJCWVRpak11ZVBINnIHdzE3a2VFalpPTDQrazRuV2ExalZ2UnBQSTZ1QUZKU
1kzM3BJeHVMaDJUeCtrQXJnNUkOQjRKUUtPaXcybTdDUG5WVTBgaHZxOHhzR2FyTOluMkNPQ2pFdDNHLOJyMFdwbnJLNzErSHp2a
EFCaDIVOGxuTjl1RXZVN3JgQVR6THdAsRjhNZ1Z2K2t1MkhEUzYyeDBabVRLVVhIMXNyc1NCYUtFamlUaGNjRnJmWFRFa0ZRPTO8L1
NIY3VyaXR5Q3JIZGVudGlhbD4KCQk8U2hvenRDb2RIPjg5ODkONzwvU2hvenRDb2RIPgoJPC9JbmI0aWFOb31+CgkJPFByaW1hcnlQYXJ
0eT4KCQkJPEIkZW50aWZpZXJUeXBIPjQ8LOIkZW50aWZpZXJUeXBIPgoJCQk8SWRIbnRpZmlicj44OTg5NDY 8L0IkZW50aWZpZXI+Cgk
JCTxTaG9ydENvZGU+PC9TaG9ydENvZGU+CgkJPCIQcmItY XJ5UGFydHk+Cgk8UmVjZWI2ZXJQY XJ0e T4KCQk8SWRIbnRpZmlicIR5c
GU+MTwvSWRIbnRpZmlicIR5cGU+CgkJPEIkZW50aWZpZXI+MjUONzA3SMTYZzNjA1PC9JZGVudGlmaWVyPgoJCTxTaG9ydENvZGU+PC
9TaG9ydENvZGU+Cgk8L1JIY2VpdmVyUGFydHk+Cgk8QWNjZXNzRGV2aWNIPgoJCTxJZGVudGlmaWVyVHIWZT4xPC9JZGVudGImaW
VyVHIWZT4KCQk8SWRIbnRpZmlicj5JZGVudGImaWVyMzwvSWRIbnRpZmlicj4AKCQk8LOFjY2VzcORIdmIjZT48L0IkZW50aXR5PgoJCTxXL
ZXIPd25Icj4xPCIOLZXIPd25Icj4KCTwvemVxdWVzdD5dXT48L3JIcTpSZXF1ZXNOTXNnPgoglCA8L3NvYXBIbnY6QmM9ke TAKPC9zb2FwZ
W520kVudmVsb3BIPg==</ns1:submitApiRequest>

</ns1:submitApiRequestList>

<ns1:submitApiResponseList>

<ns1:submitApiResponse>SFRUUCS8XL|EgMjAWIESLDQpDb250ZW50LVR5cGUGIHRIeHQveG1sOyBjaGFyc2VOPXV0Zi04DQpTZXJ2ZXI
61E1pY3Jvc29mdC1JSVMVNy4wDQpYLVBvd2VyZWQtQnk6IEFTUC50ORVQNCKRhdGUGIFR1ZSwgMzAgU2VwIDIwWMTQgMTIGNTE6Mz
UgR01UDQpDb25uZWN0aW9uOiBjbG9zZQ0KQ29udGVudC1MZW5ndGg61DYzNQOKDQo8czpFbnZIbG9wZSB4bWxuczpzPSJodHRwO
i8vc2NoZW1hcy54bWxzb2Fwl.m9yZy9zb2FwL2VudmVsb3BILyl+PHM6Qm9ke SB4bWxuczp4c2k9Imh0dHAGLY93d3cudzMub3JnLzlwMD
EVWE1MU2NoZW1hLWIuc3RhbmNIIiB4bWxuczp4c2Q9Imh0dHAG6LY93d3cudzMub3JnLzlwMDEVWE1MU2NoZW 1hlj48UmVzcG9uc2VN
c2cgeG1sbnM9Imh0dHABLY9hcGkidjEuZ2VuLm1tLnZvZGFmb25ILmNvbS9tbWIudGVyZmFjZS9yZXF1ZXNO0Ij48IViIDREFUQVs8UmVzc
G9uc2UgeG1sbnM6aT0iaHROcDovL 3d3dy53My5vemcvMjAWMS9Y TUXTY 2hibWEtaW5zdGFuY 2UilHhtb G5zPSJodHRwOIi8vY XBpLXYxL
mdlbi5tbS52b2RhZm9uZS5jb20vbW1pbnRlcmZhY2UvemVzcG9uc2UiPjxSZXNwb25zZUNvZGU+MDwvUmVzcG9uc2VDb2RIPjxDb252Z
XJzYXRpb25JRD5IMGUSNjhmNS04Y2VhLTQzMTMtYWFjZiOwNzlj]NWNhNDdkMDEB8LONvbnZlcnNhdGIvbkIEPjxPcminaW5hdG9yQ29ud
mVyc2F0aW9uSUQ+UjlJMSOWMDAWLTQyMjUtZzY OMTUzPC9PcmInaW5hdG9yQ29udmVyc2F0aW9uSUQ+PFNIcnZpY2VTdGFOdXM+
MDwvU2VydmljZVNOYXR1cz48L 1Jic3BvbnNIPI1dPjwvUmVzcG9uc2VNc2c+PC9zOkJvZHk+PC9zOkVudmVsb3BIPg==</ns1:submitApiR
esponse>

<ns1:submitApiResponse>SFRUUC8XxLjEgMjAWIESLDQpDb250ZW50LVR5cGUBIHRIeHQveG1sDQpDb25uZWN0aW9uOiBjbG9zZQOK
Q29udGVudC1MZW5ndGg6IDYZNQOKDQo8czpFbnZIbGO9wZSB4bWxuczpzPSJodHRwOIi8vc2NoZW 1hcy54bWxzb2Fwl.m9yZy9zb2FwL
2VudmVsb3BILyl+PHM6Qm9keSB4bWxuczp4c2k9Imh0OdHABLY93d3cudzMub3JnLzlwMDEVWE 1MU2NoZW1hLWIuc3RhbmNIliB4bWxuc
zp4c2Q9Imh0dHAGLY93d3cudzMub3JnLzwWMDEVWE 1MU2NoZW 1h1j48UmVzcG9uc2VNc2cge G 1sbnM9ImhOdHAGLY9hcGktdjEuZ2VulL
m1tLnZvZGFmb25ILmNvbS9tbWIudGVyZmFjZS9yZXF1ZXNO0Ij48IVtDREFUQVs8UmVzcG9uc2UgeG1sbnM6aTOiaHROcDovL 3d3dy53M
y5vemevMjAWMS9Y TUXTY 2hibWEtaW5zd GFuY 2UilHhtb G5zPSJodHRwOI8vY XBpLXYxLmdlbi5tbS52b2RhZm9uZS5jb20vbW1pbnRlcm
ZhY2UvemVzcG9uc2UiPjxSZXNwb25zZUNvZGU+MDwvUmVzcG9uc2VDb2RIPjxDb252ZXJzY XRpb25JRD5IMGUSNjhmNS04Y2VhLTQ
ZMTMtYWF;ZiOwNzlj]NWNhNDdkMDEB8LONvbnZlcnNhdGlvbklEPjxPcmInaW5hdG9yQ29udmVyc2F0aW9uSUQ+UjIUMSOWMDAWLTQyMj
UtZzYOMTUzPC9PcmlnaW5hdG9yQ29udmVyc2F0aW9uSUQ+PFNIcnZpY2VTdGFOdXM+MDwvU2VydmljZVNOYXR1cz48L 1JIc3BvbnNI
PI1dPjwvUmVzcG9uc2VNc2c+PC9zOkJvZHk+PC9zOkVudmVsb3BIPg==</ns1:submitApiResponse>

</ns1:submitApiResponseList>

<ns1:submitApiResultList>

<ns1:submitApiResult>UE9TVCAVIEhUVFAVMS4xDQpDb250ZW50LVR5cGUBIHRIeHQveG 1sDQplb3NOOIAXMC42Ni400S4yMDEGODA
5NwOKQ29ubmVjdGlvbjogY2xvc2UNCkNvbnRIbnQtTGVuZ3RoOiAXMTc5DQoNCjxzOkVudmVsb3BIIHhtb G5zOnM9Imh0dHA6LY9zY 2hib
WEFzLnhtbHNVYXAub3JnL3NvYXAvZW52ZWxvcGUvIj48czpCb2R5IHhtbG5z0OnhzaTOiaHROcDovL 3d3dy53My5vemcvMjAWMS9Y TUXTY
2hIbWEtaW5zdGFuY2UilHhtb G5z0nhzZD0iaHROcDovL3d3dy53My5vemcvMjAWMS9Y TUXTY 2hIbWEiPjxSZXN1bHRNc2cgeG1sbnM9Im
hOdHA6LyY9hcGktdjEuZ2VuLm1tLnZvZGFmb25ILmNvbS9tbWIudGVyZmFjZS9yZXN1bHQiPjwhWONEQVRBWzxSZXN1bHQgeG1sbnM6
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</soapenv:Envelope>Example2: Error response
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6.8 changePassword

6.8.1 Request example:

6.8.2 Response example:

Examplel: Success response
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Example2: Error response caused by authentication failed.




